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5.0
Threats and Vulnerabilities 

Threats and vulnerabilities to a transit system cover a wide array of events, virtually none of which can be totally eliminated while still operating the system.  Since no system can be rendered totally secure, once threats and vulnerabilities are identified, their impact on the total system must be assessed to determine whether to accept the risk of a particular danger, and the extent to which corrective measures can eliminate or reduce its severity.

Thus, security is a process of risk management, identifying major threats and considering how vulnerable the system might be to the actions they threaten.

Threats are defined as specific activities that will damage the system, its facilities, or it patrons.  Threats include any actions which detract from overall security.  They range from the extreme of terrorist-initiated bombs or hostage-taking to more common events such as theft of services, pickpocketing, graffiti and vandalism. Those responsible for identifying and assessing threats and vulnerabilities must not only measure the degree of potential danger, but the chances of that particular danger actually occurring.

Vulnerability is defined as the susceptibility of the system to a particular type of security hazard.  Vulnerabilities can be corrected, but risk analysis must be undertaken to determine which vulnerabilities take the highest priority.  Because transit systems cover a vast amount of territory that is often unfenced or otherwise unprotected (rail rights-of-way or busways) all equipment is vulnerable to terrorist attack.

5.1
Threat and Vulnerability Identification

This section should begin by describing the methods the transit system will use to identify threats and vulnerabilities.  Once threats and vulnerabilities have been systematically identified, they should be assessed to determine their impact on the entire system.  This helps the system decide whether to accept the vulnerability, or to implement corrective measures to bring the vulnerability to an acceptable level.

Proper threat and vulnerability identification should include security testing and inspections, which are geared to promoting and ensuring that equipment is operating properly, is readily available when needed, and that employees are proficient in the use of the equipment.  To accomplish this, systems must design a testing program that not only assesses the current state of security, but can also be used to upgrade staff effectiveness through training.

Threat and vulnerability identification should include the following:

· Policies and procedures for threat and vulnerability identification have been formulated

· Responsibility for threat and vulnerability identification is assigned to personnel within the Police or Security Department or within other operating departments

· A definition of data to be used for threat and vulnerability identification, including but not limited to:

1) security surveys, inspections, or audits of specific facilities sources

2) breach or unusual occurrence reports

3) operations or police or security dispatch reports 

4) staff or passenger reports 

5) additional external sources that might be relied upon, for example media reports, local government reports or inquiries, independent product evaluations of equipment owned or operated by the transit system, or analyses conducted by consultants or contractors

This section should explain how security equipment inspections, employee security proficiency evaluations, and system effectiveness exercises are conducted at the transit agency.  The following describes each of these areas in more detail.

Preparedness is a measure of the system's ability to withstand or respond to threats and vulnerabilities as they may occur.  Due to the nature of the security function, few threats can be totally eliminated, thus preparedness to respond to breaches when they occur is a major component of a System Security Program Plan.

The three-pronged approach for measuring preparedness that is described in this subsection is designed to mesh closely with the threat and vulnerability identification process, providing an opportunity to improve identification, outline training needs, and reinforce the importance of security throughout the system.

The three steps are:

1) confirming the preparedness of all equipment

2) testing and evaluating employee proficiency with the equipment

3) evaluating the successful integration of steps one and two through drills or other exercises

While much of this subsection pertains to specialized emergency equipment, similar steps should be designed for all police- or security-related equipment, particularly if staff members are authorized to carry firearms, batons, handcuffs, or chemical sprays.  Portable radios should also be tested for preparedness on a regular basis.

To follow the three steps above:

1) measure preparedness through a complete inventory of equipment

a) develop equipment lists to include all security equipment and location of the equipment, including items issued to individual employees (such as firearms, handcuffs, portable radios or mobile telephones, etc.), all vehicles maintained within the Police or Security Department, and all equipment not individually issued but available for employees' use under certain circumstances (bomb blankets, extrication equipment, cameras, etc.) 

b) equipment should be defined in its broadest meaning to include any security devices installed at transit facilities; thus locks, fencing, CCTV, card access readers, public address systems, and all similar security devices should be listed and checked

c) all equipment should be inspected to confirm that it is in working order

d) specify what constitutes acceptable levels of equipment preparedness, for example, a portable radio that transmits but does not receive is not acceptable, while one CCTV monitor out of service among a bank of four or five may be tolerable until repairs can be made

e) develop maintenance records in the form of log books, cards, or computerized entries; records should include dates of inspection, dates of routine maintenance or tests, and types of repairs made on the basis of the tests

f) if any equipment contains a stated expiration date or has a recommended shelf-life, review dates to ensure that equipment may be safely and legally used by employees; disregard and replace any equipment that is no longer suitable for use 

g) confirm that all equipment is in its proper location and that trained and designated employees are aware of the location and have access to it

2) assess employee proficiency

a) require employees to demonstrate proficiency with all equipment

b) define proficiency and address if all employees must know how to use and operate all equipment, or is some equipment available only to certain categories of employees who are trained in its use

c) set minimum proficiency levels and determine how employees will be raised to that level and how they will be prevented from using equipment in which they are not proficient; this is particularly important in handling firearms, vehicles, and other items which present a serious danger in the hands of those not properly trained in their use

d) since proficiency is knowing not only how but when to use particular equipment, classroom training should augment any hands-on testing

e) maintain records of employee training and proficiency, including dates and times of instruction, firearms shooting scores if officers are armed, and the name of the instructor providing the training

3) measure effectiveness through drills and exercises

a) describe how you will conduct security drills and exercises, including but not limited to what will be tested (for example, crash or accident, hostage situation, bomb threat response), how frequently drills and exercises will be mounted, and types of personnel who will participate from within the Police or Security Department as well as from other transit departments or outside agencies

b) determine whether drills will be scripted or allowed to progress free-form; different situations may require different types of drills (for example, drills of accidents involving passengers may lend themselves to scripting due to the need for certain patterned responses while hostage drills or evacuations of large numbers of passengers from stations may need to flow in a more free-formed format to better simulate an actual event of this nature)

c) develop effectiveness measures that can be used in de-briefing participants and planning for additional training, bearing in mind that scripted drills are more easily assessed against measures of effectiveness and can be more easily "scored" by those with whom the script was shared prior to the drill

d) develop measures of effectiveness for each of the following categories

· command and control at the scene of the drill

· communications at the scene of the drill, with the transit system's and/or police and security central dispatch, and with outside parties, including police, fire, and emergency medical responders

· communications with media representatives and local politicians, including review of who is designated to speak on behalf of the transit operator

· effectiveness of operations, including techniques employed (did the plan work, were the "victims" saved, was emergency equipment able to enter and exit the scene in time to save the "injured", did the hostage-taker surrender or kill the hostages)

· alternate strategies (even if the plan worked, might other plans have worked better, is there a need for a wider ranger of potential strategies, do other strategies require fewer staff members or less disruption to the transit system)

· security priorities including consideration of whether the drill represented the way the transit operator feels is most appropriate for handling that type of breach

· coordination within the transit system (did other departments respond as anticipated or in an appropriate manner)

· coordination with the community including, but not limited to, local or state police, fire and medical rescue, the media, local politicians or community groups

A sample facility survey worksheet is provided below.

	CRIME/LOSS PREVENTION SURVEY



	LOCATION:

DATE:


LEAD:





	1. SITE ACCESS/CONDITIONS

Comments 




	2. PARKING LOTS

Comments 




	3. TOWER & BRIDGE

Comments 




	4. FACILITY ACCESS

Comments 




	5. ELEVATOR

Comments 




	6. STAIRWELLS

Comments 




	7. PLATFORM

Comments 




	8. LIGHTING

Comments 


FORM SS-01

	Exhibit 3-5:  Crime/Loss Prevention Survey  (Continued)

	9. SIGNAGE

Comments 




	10. CALL-FOR-AID TELEPHONES

Comments 




	11. CCTV

Comments 




	12. ALARMS/INTRUSION DETECTION

Comments 




	13. FARE COLLECTION EQUIPMENT

Comments 




	14. FIRE DETECTION

Comments 




	15. POLICE/SECURITY PATROL

Comments 




	16. OTHER-VANDALISM/HOUSEKEEPING/GRAFFITI

Comments 




	RECOMMENDATIONS (List by paragraph number)

FORM SS-01




5.2
Threat and Vulnerability Assessment

This section should describe the agency’s process for identifying and evaluating those areas of its operations, facilities, and vehicles that are most susceptible to criminal events and the consequences of natural disasters and other emergency situations. These assessments support the need of transit management in four key areas: 

· Asset valuation and judgment about consequence of loss. What assets must the transit agency protect? How should these assets be valued – both to the transit agency and a potential adversary? What is the impact if these assets are lost -- on passengers, employees, public safety organizations, the general public and the transit operation?

· Identification and characterization of the threats to specific assets. What are the threats to the system?  How can these threats be described and quantified in terms that support management decision-making activity?

· Identification and characterization of the vulnerability of specific assets. What vulnerabilities -- or weaknesses in the security posture of the asset -- exist that could be exploited? Can the transit operator make design or operational changes to reduce risk levels by altering the nature of the asset itself? 

· Identification of countermeasures, costs, and tradeoffs. What different countermeasures are available to protect an asset? What is the varying cost or effectiveness of alternative measures? In many cases, there is a point beyond which adding countermeasures will raise costs without appreciably enhancing the protection afforded

A major portion of a system's ability to assess its threat and vulnerability levels is dependent on the quality of its data collection.  Without the ability to track past breaches, it becomes virtually impossible to predict future areas of vulnerability or to assess the risk facing the system.  Data collection also plays a vital role in resource allocation, for without knowledge of when and where events occur, a manager is unable to properly devise strategies to combat potential problems.

Data collection in the transit police and security field is a particularly sensitive issue.  Because many of the breaches that occur on transit property are never reported to the transit operator's police or security department, but to local law enforcement agencies, the accuracy of the individual reports that are available becomes especially important as a small way to make up for data that are lost to other agencies.

Among the most important sources of data that the lead security officer must have to assess threats and vulnerabilities and to intelligently anticipate risk are:

1) incident and breach reports

2) passenger complaints

3) employee reports and complaints

4) personnel records

5) physical plans of all facilities

Data collection cannot depend or be based solely on internal reporting mechanisms.  The transit system needs to maintain liaisons with local police and community groups; local, state, and federal officials; and any others who may know of incidents occurring on the transit operator's property that are not captured by internal reporting procedures.  These outside sources are especially important if the operator does not maintain its own police force but relies on a security force that is neither obligated to file reports, nor legally responsible for filing reports, with the local police agency.  This consideration alone may prompt uses of the system to bypass the transit agency's security force when reporting criminal breaches.

To collect the most complete data that are available to assess threats and vulnerabilities, procedures should:

1) describe how certain information will be provided to the police or security staff, including personnel information (particularly on fired employees) that may increase the vulnerability of the system's information network or its facilities

2) describe the department's basic incident report,  possibly attaching a copy of it as an Appendix, so that those interacting with police or security personnel will have knowledge of the types of information that are sought

3) devise incident report forms that include, at a minimum, date and time of incident, location (as specifically as possible), mode of transit affected, persons involved (employees, security personnel, passengers, patrons, contractors, trespassers, etc.), a narrative account of the incident, the estimated cost of damage, the extent of injury to anyone involved, type and duration of disruption to service, weather conditions, security action taken, supervisor(s) on the scene for security or other transit departments, and external agencies on the scene (police, fire and rescue, etc.) and any actions they took, including the names of their responding officers and supervisors at the scene

Once data are collected and tabulated, it becomes necessary to define who has access to the data, with whom and under what circumstances it will be shared.  To document the flow of security information:

1) describe the types of reports that will be created based on incident reports, including the type and frequency of reports to upper levels of management, types and frequency of statistical reports prepared (including whether or not the agency participates in the FBI Uniform Crime Report (UCR) or any state or local law enforcement reporting systems), and how special requests for information will be handled (whether from other transit departments, the media, or other outside sources determined to be legally eligible for the information being sought)

2) describe procedures for safeguarding sensitive information, including explaining how and to whom records will be available, how information will be distributed and summarized to those who require partial access to some of the data collected

3) charts may be used to diagram the information flow, showing how sensitive or confidential information is eliminated from all but those required to and legally eligible to view it

Once data collection and distribution protocols are developed, it is necessary to explain how the information will be analyzed to determine where the system is vulnerable and what threats are most likely to be experienced.  This is a risk analysis that assigns responsibility for security assessment and describes how the information will be analyzed. 

Responsibility of threat assessment is a key component of system security.  The results of data assessment should play a major role in the deployment of police and security personnel, in physical security decisions for each facility controlled by the operator, and in investment in security devices for these facilities.  

Describe minimum qualifications of the analysts, including their:

· Security experience

· Knowledge of the system

· Familiarity with the community

· Knowledge of statistical methods and their limitations

· Relevant special qualifications or experience

· procedures for incorporating recommendations from a Proactive Security Committee and a Security Breach Review Committee into their decision-making

Describe how the analysts will use the data to assess the current level of security as well as to weigh possible threats and vulnerabilities.  A major step in this process involves listing each facility within the system and each breach that has occurred within that facility.  If data have been computerized or cross-filed by location and type of incident, this phase of the analysis will be considerably simpler than if records are kept by date or solely in a continuous log.

Police or security managers who are unfamiliar with risk assessment might consider a form of crime mapping either by computer or on the more traditional pin-maps common in policing.  Risk analysis follows the same principles of recording times, locations, and types of incidents at particular facilities or locations so as to assign personnel pro-actively to preclude similar incidents from re-occurring.  It is relying on past breaches to predict the likelihood of future breaches and then altering either personnel assignments or physical security arrangements to counter the vulnerability of a particular facility or location.

To continue with the pin-map analogy, a chart should be drawn up that lists each facility within the system.  Columns should then be created for the various types of threats (examples are vandalism to property, robbery of patrons, graffiti to equipment in yards), and the frequency and severity of each type of breach at each location.

Using past data, the threat analysis should rank each of the breach categories (each represents a vulnerability) based on the likelihood that a similar threat will occur.  

Although threat analysis will most often be based on this type of review of past breaches and incidents, modifications of conditions might be considered in assessing vulnerability even where few threats have occurred in the past.  Examples of this might be:

· Controversial political activities involving the transit operator (such as rate or route changes)

· Political action within the local area (such as demonstrations or civil disobedience)

· Media reports or threats to similar transit systems around the world

· Local events that bring high visibility to the area and the transit system (such as hosting an international sporting event or a meeting of world political leaders)

Many of these types of events will raise vulnerability at and for pre-determined periods of time, requiring temporary response to a threat level that will eventually return to previous (lower) levels.

Since some of these types of events (such as conferences) are known years ahead of time, annual reviews of the System Security Program Plan should account for them well in advance of their occurrence.  Of course, world terrorism or local political unrest cannot be specifically anticipated or totally ruled out as a vulnerability. 

5.3 
Threat and Vulnerability Resolution

This section describes how identified threats will be addressed.  Some threats are sufficiently severe to demand immediate response, others may require short- or long-term planning, and still others may be accepted as part of doing business, with no particular action taken to preclude them from occurring.  These three options can be defined as eliminate, mitigate, or accept.  

For each category of option, explain what will or will not be done.

If the decision is to eliminate the problem, discuss redesign, retraining, or procedural changes that are required to institute the change.  If the decision is to mitigate the problem, discuss:

1) the risk management issues resulting in the change

2) specifics of the change, such as changes in procedures, addition of police or security oversight, or physical security changes

3) implementation dates of changes and how employees at the specific facility will be effected

If the decision is to accept the problem, discuss:

1) how the threat was determined to be acceptable (remote enough to ignore)

2) the nature of the danger, however small, represented by the threat

3) how the system's operating environment mitigates the threat, allowing it to be classified as acceptable

A somewhat different category of response can be termed "emergency," and will describe measures enacted to counter a temporary, short-term threat.  Examples of a temporary threat might include civil disobedience by a group known to have been violent or destructive in the past, an event known to have resulted in violence in the past (sporting events, especially championships), or recurring threats to the system (without actual incidents) known to have caused fear and bad perceptions of safety (a large number of bomb threats that have disrupted workers' sense of security).

A sample resolution section is presented below:

	SAMPLE Threat and Vulnerability Resolution Section

	Security threats and vulnerabilities are addressed to minimize crime exposure on the system. 

Threat and vulnerability resolution includes:

· Mechanisms for activating certain types of emergency response including those authorized to respond, what levels of response are possible, and the duration the emergency response is capable of being maintained. 

· Methods to be employed to investigate security breaches including circumstances that led to the breach. 

· In depth research of threats and vulnerabilities to determine if the risk(s) can be managed and to provide criteria for long-term improvements in identified security risk areas. 

Security issues are typically resolved through the following process.

· An awareness program is developed and implemented to alert employees and patrons of a potential security risk on the system;

· New procedures are developed or existing procedures are revised to minimize the interim impact of the potential hazard; and

· If physical enhancements are essential to mitigate the risk, the facility or system component may be redesigned, modified, or replaced to improve system security;

This process provides a temporary/short term solution for the potential risk until permanent, remediation measures can be implemented.

An important aspect of the resolution process is a subsequent follow-up assessment to validate the effectiveness of the corrective action(s), and possible alternative/ supplemental measures, if necessary.




