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3.1 
Responsibility for Mission Statement and System 


Security Policy

This section should also define the authority and responsibility for the security organization, including but not limited to:

· Designate and list the individual(s) responsible for determining security policy on behalf of the system and for carrying out the System Security Program Plan

· Define the Police or Security Department's mission and role in the organization

	SAMPLE SECTION
[NAME OF TRANSIT AGENCY] management recognizes the priority of system security and expects all employees, especially front-line employees, to understand and adopt their security roles and responsibilities, thereby increasing their own personal safety and the safety of the ridership.

The mission statement of the [NAME OF TRANSIT AGENCY] Police Services Department includes is to: 

· Preserve the peace.

· Protect life and property.

· Deter and prevent offenses.

· Detect and apprehend offenders.

· Help those in need of assistance.

· Ensure a safe and nuisance-free mode of transportation.

As directed by the [NAME OF TRANSIT AGENCY]’s General Manager, through the Chief Operating Officer, the Police Services Department Sergeant, acting as the System Security Program Manager, along with the Proactive Security Committee members, are responsible for the creation of the mission statement, and for setting and revising the transit system’s security policies.



3.2 
Management of the Program

This section needs to identify the person in charge of managing transit security and the security program.  Two basic structures for managing the program are possible, dependent on the size of the transit system.

· In a small transit system that lacks its own police or security department, the General Manager or Chief Operations Officer may play a large role not only in setting security policy, but in actually overseeing the plan and carrying it out on a regular basis.

· In larger systems, although the General Manager is ultimately responsible and accountable for system security, it is expected that another individual, most likely the Police Chief, Security Director, or System Security Manager, will be responsible for coordinating the daily activities outlined in the plan.

Although it may appear self-evident which arrangement governs the plan, this section should state clearly and unequivocally which structure is in effect and should present the general reporting responsibilities regarding security for the entire organization.  

Specifically, this section should address nine management activities:

· Define ultimate responsibility for secure transit system operations

· Communicate that security is a top priority for all employees

· Develop and explain relations with outside organizations that contribute to the program

· Develop relations with local and state investigative agencies as well as with the National Transportation Safety Board (NTSB)

· Explain the mechanism for bringing security concerns to the attention of the appropriate individual or group

· Identify potential security concerns in any part of the transit system's operations

· Actively solicit the security concerns of all employees

· Explain the liaison between various security committees and boards and transit system employees

· Work to ensure that the program is carried out on a daily basis

A sample section appears below.
SAMPLE SECTION

The Police Services Department is responsible for the administration of the System Security Program including the performance of specific system security tasks as well 

	as monitoring and providing support for system security activities throughout [NAME OF TRANSIT AGENCY].

In addition to professional, managerial, and administrative police and security operations work, the Police Services Sergeant, while functioning as the Police Services Manager, is accountable for the following specific security activities related to the implementation and performance of the Security System Program Plan:
· Listening to and taking appropriate action on all security concerns brought to the attention of the appropriate individual or group.
· Identifying potential security concerns in any part of the transit system’s operations.
· Actively soliciting the security concerns of other employees.
· Serving as a liaison between the Proactive Security and Security Breach Review Committee and transit system employees.
· Working to ensure that the Program is carried out on a daily basis. 




3.3 
Division of Security Responsibilities

This section should present a discussion of the security responsibilities assigned to [NAME OF TRANSIT AGENCY] law enforcement and/or staff as well as other [NAME OF TRANSIT AGENCY] personnel. It should also describe the security responsibilities assigned to external agencies. This section concludes with a “Security Responsibility Matrix” to clarify these activities. 
3.3.1
Transit Law Enforcement, Security Department or System Security 

Management Responsibilities

This section should present a detailed description of the police or security staff, the qualifications of the personnel, any planned short- or long-term additions to the security organization's mission and any additional staff which may be required.  An organizational chart of the transit agency’s security unit should be included in this section (or included in an Appendix that is referenced in this section).  Specific roles and responsibilities should be included.


This section should describe the following:

1) the police or security organizational structure

2) roles, responsibilities, and authority within the security organization, including

a) responsibilities assigned to designated individuals within the organization

b) overall responsibilities of Police or Security Department personnel in all security or safety emergencies

c) actions the Police or Security Department are authorized to initiate to fulfill designated responsibilities

d) format and type of information the Police or Security Department are authorized or obligated to disseminate or coordinate

e) security initiatives that are taken by other departments, divisions, or groups within the transit system

3) how the Police or Security Department is staffed to fulfill the roles and responsibilities defined in the System Security Program Plan

4) roles of the Proactive Security and Security Breach Review Committees

3.3.2
Responsibilities of Non-security Transit Agency Personnel

This section should review and list the titles and responsibilities of all line and staff positions within the transit system as well as their respective security responsibilities. A graphical depiction of the organization (either a total or partial system organization chart) should be included to assure that chains of command and lines of communication are clearly documented.

For each key management position, provide:

· name and title of incumbent and his or her security responsibilities

· an explanation of these responsibilities in the context of other work responsibilities or activities

· a list of security-related tasks

A sample of the security responsibilities that might be assigned to a system supervisor outside of the primary police or security area is as follows:


All section or unit supervisors are responsible for communicating the (name of transit system's) security policies to all employees.  For this reason, supervisors must have knowledge of all security rules and policies, must communicate these to their employees, and encourage them to incorporate security practices into their everyday work routine.  Specific responsibilities of supervisors under the security plan include:
· having full knowledge of all standard and emergency procedures

· ensuring that employees within their sections or units make security a primary concern when on the job

· cooperating fully with the system's security program regarding any security breach investigations

· cooperating fully with the system's security program administrators regarding any and all security matters

· reporting any security concerns or breaches to the security officer or manager

Two samples are provided below. Sample 1 addresses an agency with a security department, comprised of contracted local law enforcement and private security. Sample 2 is for an agency that does not have designated security staff.

	SAMPLE 1:
AGENCY WITH CONTRACTED POLICE AND PRIVATE SECURITY

DIVISION OF SECURITY RESPONSIBILITIES


	Revenue Collection Personnel are expected to:

· Identify security issues relative to revenue collection and processing;

· Attempt to avoid threatening situations when collecting revenue;

· Utilize proper money handling techniques to assure the security of money being collected;

· Determine when to call for assistance;

· Report all security incidents to Metro Control;

· Complete all necessary security related reports.

CONTRACT POLICE AND SECURITY SERVICEStc \l3 "3.3.4
Contract Police and Security Services
Contract Private Security
Contract Private Security Guards are expected to:

· Patrol on foot, bicycle, or in a patrol vehicle to detect, observe, and report abnormal situations involving the security and safety of the system, patrons, and employees;

· Maintain radio and telephone contact with [NAME OF TRANSIT AGENCY] Controllers;

· Work variable shifts in all types of weather;

· Ride Public Transit vehicles to provide a visible security presence;

· Work extended shifts when required;

· Make a written report of incidents occurring during the shift;

· Perform additional related duties as required.




Contract Police Services
Contract Police Service Department Officers are expected to:

· Patrol Transit District facilities and vehicles to ensure order, perform crime prevention duties, and take appropriate action when observing violations of law;

· Operate assigned patrol vehicles as required;

· Investigate crimes and security related incidents;

· Make arrests and complete crime and other reports;

· Respond to calls for police service;

· Provide assistance to transit patrons;

· Provide information to transit employees on security issues;

· Investigate accidents involving district vehicles and equipment;

· Serve as a liaison between the district and outside agencies at security scenes and accident scenes;

· Conduct security related training to employee and patron groups;

· Perform searches of district vehicles and property for suspicious objects and persons;

· Identify security and safety hazards, make appropriate notifications, and recommend solutions;

· Work variable hours during all types of weather;

· Work extended duty when required;

· Perform additional required related duties as required.




The Contract Police Services Department Sergeant is expected to:

· Function as the [NAME OF TRANSIT AGENCY] Police Services Manager;

· Plan and organize activities of the Police Services Department;

· Assist in the direction, operation, and administration of the Police Services Department;

· Respond to serious crime and accident scenes;

· Advise the General Manager, [NAME OF TRANSIT AGENCY] Board of Directors, and Chief Operating Officer on police and security related matters;

· Assist the Assistant to the Chief Operating Officer with the administration of the private security contract;

· Conduct investigations within his or her area of responsibility as required;

· Monitor training and instruction of subordinates;

· Assist in the training of subordinates and other police personnel;

· Review and approve police reports prepared by subordinates;

· Meet with and address public civic and business groups;

· Prepare and make presentations to the [NAME OF TRANSIT AGENCY] Board of Directors;

· Provide direction and instruction to subordinates;

· Work on special projects;

· Receive and resolve complaints in a proper manner and establishes favorable public relations;

· Operate an assigned police vehicle as required;

· Perform Police Officer duties as required;

· Perform additional related duties as required.

COMMITTEES

Because of the relationship between safety (freedom from danger), and security (freedom from intentional danger), [NAME OF TRANSIT AGENCY] has always dealt with the two areas in a similar manner. Prior to this System Security Plan and Program, security issues were viewed as part of safety planning and were dealt with by [NAME OF TRANSIT AGENCY] safety committee(s). The establishment of a dedicated security committee will remove the majority of the responsibility for dealing with security-related issues from the [NAME OF TRANSIT AGENCY] safety committee(s), and place that responsibility with the security committee. There will be some duplication between the safety and security committees due to common characteristics, personnel, and subject matter of the committees.

The adoption of the System Security Plan and Program establishes the need to create a Proactive Security Committee and a Security Breach Review Committee. Because of the size of [NAME OF TRANSIT AGENCY] and the limited number of personnel to staff the committees, both committees will primarily consist of the same members. Because of the differing areas of responsibility for each of the two committees, proactive vs reactive, the members may meet to function as both committees at once, discussing items in both areas, or may meet at differing frequencies as separate committees, based on areas to be discussed.

Proactive Security Committee

This committee will report to the General Manager through the Chief Operating Officer. The major task of this committee will be identifying and neutralizing potential security risks that the transit system may encounter.  This will be accomplished by review and assessment of the following areas:

· System wide security assessments to identify and to eliminate or lessen potential security hazards in existing facilities

· Review of new facilities designs to ensure that security principles have been incorporated into the design

· Review of existing training programs, and development of additional training programs, based on security needs identified by the committee

· Review of existing and proposed security policies, rules, regulations, standards, codes, and procedures, to identify and neutralize potential security problems

· Identification of organizational issues that may contribute to recurring security incidents or less effective response to incidents

· The promotion of security awareness through campaigns and security related events

· Assess response readiness by conducting drills and readiness exercises


Membership: The committee will consist of the following members:

· Police Services Department Sergeant

· Safety Department representative

· Transportation Department (Bus Operations) representative

· Maintenance Department representative

· Management Services representative

· Union representative

· Local government representatives as necessary

The committee will be scheduled to meet at least quarterly, but would meet as often as necessary, as determined by the Police Services Sergeant who, as the Police Services Manager, will function as the committee chair.

Security-related concerns will be brought to the attention of the committee by any member. Members of the committee would be encouraged to solicit security concerns from employees, patrons, and the public, and to present those concerns for review by the committee.

Security Breach Review Committeetc \l3 "3.4.2
Security Breach Review Committee
This committee will report to the General Manager through the Chief Operating Officer. The committee will consist of the same members as the Proactive Security Committee, and any additional representatives of outside agencies, or the public, whose presence the committee members feel would be useful. The committee will meet as often as necessary, for example, after a major security breach, if needed. The major task of the committee would be to identify security breaches and to review incidents to determine if the breach occurred because of:

· Inadequate or ineffective policies or procedures;

· Failure by employees to properly follow policies or procedures;

· An identified, accepted risk;

· An unforseen use of technology or action against the transit system;

· Some combination of the above;

The Security Breach Committee will have the authority to propose or recommend additions or changes to policies or procedures, and to recommend specific courses of action to prevent or minimize further security breaches of a similar nature. These recommendations will be forwarded to the General Manager through the Chief Operating Officer for discussion and final action.



	SAMPLE 2:
AGENCY WITH NO DEDICATED SECURITY PERSONNEL
DIVISION OF RESPONSIBILITIES

	PHILOSOPHY

[NAME OF TRANSIT AGENCY] hopes to ensure that, if confronted with a security event or major emergency, [NAME OF TRANSIT AGENCY] personnel will respond effectively, using good judgment, ensuring due diligence, and building on best practices, identified in drills, training, rules and procedures.

This level of proficiency requires the establishment of formal mechanisms to be used by all [NAME OF TRANSIT AGENCY] personnel to identify security threats and vulnerabilities associated with [NAME OF TRANSIT AGENCY]’s operations, and to develop controls to eliminate or minimize them.  The Security Plan also requires [NAME OF TRANSIT AGENCY]’s process for: 

1. Coordinating with local law enforcement and other public safety agencies to manage response to an incident that occurs on a transit vehicle or affects transit operations, and 

2. Identifying a process for integrating [NAME OF TRANSIT AGENCY]’s resources and capabilities into the community response effort to support management of a major event affecting the community.

[NAME OF TRANSIT AGENCY] management expects all employees, volunteers and contractors, especially those working directly with passengers, to support the Security Plan. 

ALL PERSONNEL

[NAME OF TRANSIT AGENCY] personnel must understand and adopt their specific roles and responsibilities, as identified in the Security Plan, thereby increasing their own personal safety and the safety of their passengers, during normal operations and in emergency conditions.

To ensure the success of the Security Plan, the following functions must be performed by [NAME OF TRANSIT AGENCY] personnel:

1. Immediately reporting all suspicious activity, no matter how insignificant it may seem, to the Executive Director or his/her designee;

2. Immediately reporting all security incidents 

3. Using proper judgment when managing disruptive passengers and potentially volatile situations

4. Participation in all security and emergency preparedness training, including drills and exercises

5. Becoming familiar with, and operating within, all security and emergency preparedness procedures for the assigned work activity

6. Notifying the Executive Director or his/her designee when a physical or mental condition, or required medications or therapies, may impair the ability to perform security or emergency preparedness functions

7. Accurately completing “Employee Statements” on appropriate reports

GENERAL MANAGER

Under the authority of the [NAME OF TRANSIT AGENCY]’s Board of Directors, the Executive Director has the overall authority to develop and execute the agency’s Security Plan. Ultimate accountability for implementation of the Security Plan rests with the [NAME OF AGENCY] Executive Director. In addition, the Executive Director is responsible for the following specific activities:

1. Ensuring that sufficient resources and attention are devoted to the Security Plan, including:

· Development of standard operating procedures related to employee security duties

· Development and enforcement of safety and security regulations;

· Development emergency operating procedures to maximize transit system response effectiveness and minimizing system interruptions during emergencies and security incidents;

· Provision of proper training and equipment to employees to allow an effective response to security incidents and emergencies

2. Development of an effective notification and reporting system for security incidents and emergencies

3. Designating a Manager for the System Security Program and Plan
4. Communicating security and emergency preparedness as top priorities to all employees
5. Developing relations with outside organizations that contribute to the Security Plan, including local public safety and emergency planning agencies

SECURITY PROGRAM MANAGER

To ensure coordinated development and implementation of the Security Plan, the Executive Director has designated [INSERT TITLE] as the Security Program Manager (SPM) for development and implementation of the Security Plan.  The SPM, who reports directly to the Executive Director, has been granted the authority to utilize [NAME OF AGENCY] resources to develop the Security Program and Plan, to monitor its implementation, and to ensure attainment of security goals and objectives. 

The [INSERT TITLE] has the responsibility for overseeing the Security Program on a daily basis.  The [INSERT TITLE] will be the direct liaison with the agency’s operators and dispatchers, regarding the Program. The [INSERT TITLE] will also serve at the [NAME OF AGENCY]’s primary contact with public agencies.  To the extent that liaison is necessary with state and federal agencies, the [INSERT TITLE] will serve as the lead liaison for the agency.  The [INSERT TITLE] will also be responsible for the security-related agenda items for Safety/Security Committee meetings and actions.

In managing this Program, the SPM will: 

1. Be responsible for successfully administering the Security Plan and establishing, monitoring, and reporting on the system’s security and emergency preparedness objectives

2. Review current agency safety, security and emergency policies, procedures, and plans, and identifying needed improvements

3. Develop and implement plans for addressing identified improvements

4. Coordinate with local public safety agencies, local community emergency planning agencies, and local human services agencies to address security and emergency preparedness; including participation in formal meetings and committees

5. Develop, publish, and enforce reasonable procedures pertinent to agency activities for security and emergency preparedness

6. Provide adequate driver training and continuing instruction for all employees (and volunteers and contractors) regarding security and emergency preparedness

7. Review new agency purchases to identify security related impacts

8. Ensure performance of at least one emergency exercise annually

SECURITY AGENDA FOR SAFETY COMMITTEE

Given the nature and scope of [NAME OF AGENCY] operations, it has been determined that a separate Security Committee is unnecessary.  As a continuing responsibility of the Safety Committee, there will be a permanent agenda oriented toward security and emergency preparedness matters, ranging from comments on the management of the Security Plan to liaison with public agencies and feedback from employees.  It will also be an ongoing part of the security agenda to determine the level of compliance with agency policies, rules, regulations, standards, codes, procedures, and to identify changes or new challenges as a result of incidents or other operating experience.  

The SPM will be responsible for managing the security agenda during the Safety Committee meetings. When appropriate, members of local fire and police departments will be invited to participate in the security portion of the Safety Committee meetings.  

The Safety Committee provides the primary mechanism through which the agency:

1. Identifies security conditions and problems at the agency

2. Organizes incident investigations and develops and evaluates corrective actions to address findings

3. Obtains data on agency security performance

4. Develops strategies for addressing agency security problems

5. Coordinates the sharing of security responsibilities and information

6. Manages the integration of security initiatives and policies in agency operations

7. Evaluates the effectiveness of the security program

8. Ensures document reviews and configuration management

9. Manages the development and revising of agency policies, procedures, and rulebook

10. Coordinates interaction with external agencies

The Committee also ensures that all agency employees, volunteers and contractors:

1. Have a full knowledge of the security program and emergency preparedness programs

2. Make security and emergency preparedness a primary concern while on the job

3. Cooperate fully with the agency regarding any incident investigation

4. Raise security and emergency preparedness concerns

SUPERVISORS

Supervisors are responsible for communicating the transit agency's security policies to all employees, volunteers and contractors. For this reason, supervisors must have full knowledge of all security rules and policies.  Supervisors must communicate those policies to [NAME OF TRANSIT AGENCY] operations personnel in a manner that encourages them to incorporate SSEP practices into their everyday work.  The specific responsibilities of supervisors include the following.

 

1. Having full knowledge of all standard and emergency operating procedures.

2. Ensuring that drivers make security and emergency preparedness a primary concern when on the job.

3. Cooperating fully with the Security Plan regarding any accident investigations as well as listening and acting upon any security concerns raised by the drivers.

4. Immediately reporting security concerns to the [INSERT TITLE].

 

In addition, when supporting response to an incident, supervisors are expected to:

1. Provide leadership and direction to employees during security incidents;

2. Handle minor non-threatening rule violations;

3. Defuse minor arguments;

4. Determine when to call for assistance;

5. Make decisions regarding the continuance of operations;

6. Respond to fare disputes and service complaints;

7. Respond to security related calls with police officers when required, rendering assistance with crowd control, victim/witness information gathering, and general on-scene assistance;

8. Complete necessary security related reports;

9. Take photographs of damage and injuries;

10. Coordinate with all outside agencies at incident scenes  

DRIVERS

In addition to the general responsibilities identified for ALL PERSONNEL, drivers (including volunteers and contractors) are responsible for exercising maximum care and good judgment in identifying and reporting suspicious activities, in managing security incidents, and in responding to emergencies.  Each driver will:

 

1. Take charge of a security incident scene until the arrival of supervisory or emergency personnel

2. Collect fares in accordance with agency policy (if applicable)

3. Attempt to handle minor non-threatening rule violations

4. Respond verbally to complaints

5. Attempt to defuse minor arguments

6. Determine when to call for assistance

7. Maintain control of the vehicle

8. Report all security incidents to agency dispatch

9. Complete all necessary security related reports

10. Support community emergency response activities as directed by [NAME OF TRANSIT AGENCY] policies ands procedures

OTHER PERSONNEL

Other personnel who support [NAME OF TRANSIT AGENCY] also have responsibilities for the Security Plan.

 

Dispatchers are expected to:

· Receive calls for assistance

· Dispatch supervisors and emergency response personnel

· Coordinate with law enforcement and emergency medical service communications centers

· Notify supervisory and management staff of serious incidents

· Establish on-scene communication

· Complete any required security related reports

· Provide direction to on-scene personnel

 

Mechanics (including volunteers and contractors) are expected to:

· Report vandalism 

· Report threats and vulnerabilities of vehicle storage facilities 

· Provide priority response to safety and security critical items such as lighting

· Maintain facility alarm systems

Human Resources personnel are responsible for:

· Ensuring all pre-employment screening processes are carried out effectively

· Notifying the Executive Director of employee disciplinary action that may result in the affected employee becoming a risk to [NAME OF TRANSIT AGENCY] facilities, systems, passengers, employees or other assets

· Educating employees on employee ID policy and procedure

 

Communications (Marketing-Customer Service-Community Relations) are responsible for:

· Requesting assistance from transit public safety resources as needed for special events

· Providing insight into potential threats and vulnerabilities through feedback from customer focus groups and other information sources

· Designating a Public Information Officer (PIO) for media contact regarding security incidents and issues

· Coordinating community oriented policing efforts and programs with officers assigned to community oriented policing duties by the Public Safety and Security Administrator


3.3.3
Responsibilities of External Agencies
This section should describe security-related responsibilities of external agencies including the police, municipalities, or fire department.  This section should describe
contracts, memoranda of understanding (MOUs), and mutual aid agreements between the transit agency and other law enforcement agencies with which it interacts.
This section should also describe meetings, drills, or other types of communication conducted by the transit security organization to provide effective ongoing liaison with local law enforcement agencies.

3.3.4
Security Responsibilities Matrix
A security responsibilities task matrix should be presented showing interfaces with other units and the key reports or actions required, including the frequency of those reports or actions.  Two examples of security task matrix are displayed in the Figures below.

Figure 1: Sample Security Task Matrix

	Security Services Department

Security Related Tasks
	General Manager
	Facility Security
	Performance Control
	Frequency:

D-Daily,

M-Monthly,

Q-Quarterly,

Y-Yearly

AR As Required

	Conduct internal investigations of alleged theft of property.
	S
	S
	P
	AR

	Conduct criminal background investigations of employment applicants.
	S
	P
	
	AR

	Conduct investigation of alleged insurance benefit fraud.
	S
	P
	S
	AR

	Conduct investigation of alleged crimes on bus & rail systems, and other properties.
	S
	p
	p
	AR

	Interact with area police jurisdictions within the service area.
	S
	P
	P
	AR

	Monitor CCTV systems at various properties.
	S
	
	P
	AR

	Oversight responsibility of police & private security contracts.
	S
	P
	
	D

	Conduct security assessments of properties.
	S
	P
	S
	AR

	Collect and analyze criminal incident data.
	S
	P
	
	M

	Conduct annual security audit
	S
	P
	S
	Y

	Deployment and assignment of security guard personnel.
	S
	P
	
	D

	Develop post responsibilities for contract security personnel.
	S
	P
	
	D

	Conduct investigation of employee, policy, procedure, or rules violations.
	S
	
	P
	AR

	Conduct observations of operating employees for compliance with SOPs.
	S
	
	P
	D

	Investigate and respond to performance complaints of security guard personnel.
	S
	P
	S
	AR

	Reviews and approves security training modules of all security related training.
	P
	
	
	


P - Primary Responsibility; S - Support Responsibility; RC - Review and Comment

	SECURITY PLAN

Paragraph Number
	TASK/ACTIVITY
	DEPARTMENT

DAPARTMENT

DEPARTMENT

ETC.

	6.1
	Security Program Tasks
	R
	R
	
	
	S
	R
	S
	P
	R
	P
	R
	R
	
	R

	6.1.1
	Policing Alternatives
	R
	R
	
	
	S
	
	P
	P
	
	S
	
	
	
	R

	6.2.1
	TFCRC Staff & NJT Staff Responsibilities
	R
	R
	
	
	P
	R
	P
	P
	
	S
	
	
	
	

	6.3
	Security Program Threat & Vulnerability Identification, Assessment, & Resolution
	R
	R
	
	
	S
	R
	R
	P
	P
	P
	R
	P
	
	R

	6.3.1
	Pre-revenue Security Assessment of the HBLR Alignment
	R
	R
	
	
	R
	
	R
	P
	P
	P
	R
	P
	
	

	6.3.2
	Revenue Service Assessment of the Operating Environment
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.3.3
	Threat & Vulnerability Identification
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.3.4
	Threat & Vulnerability Assessment
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.3.5
	Threat & Vulnerability Resolution
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.4
	Security Operating Activities
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.4.1
	SOPs
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.4.2
	EMPs
	R
	R
	
	R
	P
	
	R
	P
	R
	P
	
	S
	
	R

	6.5
	Security Training
	R
	R
	
	
	S
	
	R
	P
	R
	S
	S
	
	
	

	6.6
	Security Program Audits
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	6.6.1
	Internal Audits
	R
	R
	
	R
	S
	R
	S
	P
	S
	S
	S
	S
	S
	S

	6.6.2
	External Audits
	S
	R
	
	R
	S
	P
	S
	P
	S
	S
	S
	S
	S
	S

	6.7
	Security Program Data Acquisition, Analysis & Reporting
	R
	R
	
	
	P
	
	R
	P
	R
	S
	R
	R
	
	

	6.8
	Security Committees
	R
	
	R
	
	P
	
	R
	P
	R
	S
	
	
	
	R

	6.9
	Implementation Responsibility Matrix
	R
	R
	
	R
	S
	R
	P
	P
	S
	S
	S
	S
	R
	R

	7.0
	Security Program Verification
	R
	R
	R
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Figure 2: Sample Security Task Matrix
