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1 Executive Overview

Recent events have focused renewed attention on the vulnerability of the nation’s critical infrastructure to major events, including terrorism.  This Guide has been prepared to support the activities of public transportation systems to plan for and respond to major security threats and emergencies.  It emphasizes the importance of developing critical relationships, preparing strategies and policies, and setting training and funding priorities.  It offers practical guidance for planning effectively, spending wisely, and making the public transportation infrastructure safer.

Building Vision

Major incidents, such as train accidents, fires, floods, violent crime, and terrorist attacks, have been an issue for public transportation since the first vehicles were placed into service more than a century ago. During these events, personnel from multiple disciplines and agencies must come together to manage the incident, performing such tasks as perimeter and traffic control; rescuing or evacuating passengers; supporting the transportation of emergency responders and equipment; managing victims and their families; controlling crowds; repairing facilities; communicating with the media; and restoring service.

Emergency management in public transportation is constantly evolving, incorporating lessons learned from major events, as well as facing new threats.  Public transportation systems at the forefront of security and emergency management offer the vision illustrated in Table 1 to guide industry efforts for enhanced capabilities.  This vision supports the industry’s activity to manage current threats and reinforces a strong tradition of emergency operations.

	Table 1: Program of Commitments

	COMMIT to a program that enables the public transportation system to:

	· PREVENT incidents within its control and responsibility, effectively protect critical assets;

· RESPOND decisively to events that cannot be prevented, mitigate loss, and protect employees, passengers, and emergency responders;

· SUPPORT response to events that impact local communities, integrating equipment and capabilities seamlessly into the total effort; and

· RECOVER from major events, taking full advantage of available resources and programs.




In adopting this vision, planning is more of a process than a product.  Planning identifies potential targets and risks, vulnerabilities to various forms of attack, crime, and natural disaster, and allows these targets to be hardened and the risks to be mitigated.  It also allows for modifications and amendments to procedures and operations based on experience and lessons learned.  Planning provides the agency an opportunity to ensure redundancy in critical system operations, including personnel for all major functions.  It supports a flexible approach that can be expanded or contracted based on available personnel, resources, capabilities, and needs. 

Managing Uncertainty

Legendary Coach John Wooden's somber reminder that "failure to prepare is preparing to fail" applies to the challenge of preparing for terrorism and other major events in the transportation environment.  During these events, response decisions must be executed very quickly to prevent additional harm.

The capability to perform effectively with uncertainty is the result of practice and self-assessment.  Systems that know their own strengths and weaknesses, and have invested in developing core capabilities, skills, and knowledge, will be better off.  Not only will they succeed in managing responses to terrorist attacks, but in handling all events with the potential to result in the loss of life and property.

Terrorism is a rare occurrence.  Even more traditional emergencies, such as major accidents, hazardous material spills, natural or technological disasters, and riots happen infrequently.  A bus or rail supervisor may experience only one of these events in his or her entire career.

Given this lack of frequency, it is difficult to expect competency in these highly charged situations.  Yet, the consequences of poor decision-making in response to extraordinary events are grave. Unless adequate preparation is provided, transportation personnel may be unable to mobilize effectively to manage critical incidents on their systems and to support community response when most needed.

General advice, prepared by sources ranging from industry associations, to the Federal Transit Administration (FTA), and the Federal Bureau of Investigation (FBI), reinforces previous findings that security and emergency preparedness are not one-size-fits-all propositions.  There is no universal cookbook-for-preparedness, and there are no assurances that even the most protected assets will not be targeted.  However, within this framework of uncertainty, evidence does suggest that:

· location makes a difference;

· vigilance is critical; and

· resource availability must be respected.

Location Makes a Difference

According to the FBI, what makes a specific facility or location attractive to a terrorist is not always easy to identify.  Based on current intelligence, the FBI urges transportation systems serving communities with the following characteristics to consider themselves at a higher level of risk:

· availability of targets with symbolic meaning for the United States government or its culture and way of life;

· availability of targets with precursor elements for major destruction (chemical or nuclear/radiological material);

· availability of targets whose destruction would provide the potential terrorist element (PTE) with visibility and prestige;

· availability of targets with the potential to significantly impact not only a single community, but also a state and the nation;

· availability of high-value targets (e.g., high replacement costs, high commercial impacts of delay and destruction, high loss on US economy);

· availability of major targets that provide relative ease of access (ability of PTE to ingress and egress with equipment and personnel required for attack); and

· availability of targets that would produce mass casualties (in excess of 500 persons).

In a cooperative partnership with state and local law enforcement, the FBI has requested completion of vulnerability self-assessments emphasizing the above characteristics for each community.  Appendix B contains the full vulnerability self-assessment supplied by the FBI, which is also included on the Guide CD-ROM.  Using this worksheet, transportation systems should attempt to identify the specific vulnerabilities of their facilities.  Based on the results of this assessment, the transportation organization may wish to share a copy with local law enforcement, or to include a representative from law enforcement in the assessment process, to support their understanding of the transportation function and role in the community.

Tools discussed in this Guide, including the Capabilities Assessment (Section 4) and the Threat and Vulnerability Assessment (Section 5), will help transportation personnel evaluate the specific requirements of their operations.

It should be noted that neither the FBI Vulnerability Self-Assessment, nor the additional tools provided in this Guide are definitive in their findings.  Their use by law enforcement and industry professionals does not mean that a terrorist event cannot occur in a rural community or small or medium-sized city.  It only means that, in the words of terrorism analyst Brian Jenkins, “attacks in such areas are less likely.”  As he reports:

“Historically, the United States, although a comparatively violent country, has not suffered high levels of terrorist violence. Within the United States, six major metropolitan areas (New York, Miami, Washington, D.C., Chicago, San Francisco, and Los Angeles) account for a majority of the terrorist incidents [including active investigations and interdictions].”

Vigilance is the Best Defense

All sectors indicated that the most important threat reduction measure is vigilance on the part of the transportation system’s staff, their awareness of anything out of the ordinary, and their prompt communication of that information to the organization’s security team or management.

To this end, management should promote awareness and encourage familiarity with the spectrum of threats.  Some questions to consider are listed below.

· What types of weapons might be used against public transportation vehicles, operators or passengers?

· How can system personnel recognize a chemical or biological incident?

· What are special conditions that could be observed by operators, maintenance personnel, and passengers? 

· How can transportation staff and passengers be effective eyes and ears for the community?

Procedures, training, and reinforcement should be provided to all employees to make sure that they understand what constitutes an unusual event and what they should do upon observing one.  Managers should be committed to developing internal procedures for handling reports of unusual activity or objects and should encourage their enforcement.

These procedures, when integrated into day-to-day operations, may have other benefits as well.  Improved internal coordination and reports from the field may encourage better system housekeeping and more responsive maintenance practices for quality-of-life issues, such as burned-out light bulbs and over-grown shrubbery.  To receive maximum benefit, consistency in the system’s approach to security and awareness is critical.  It hurts the program when managers speak passionately about the importance of security and then fail to deliver support and encouragement to employees who report incidents meeting system criteria that are later revealed to be of little or no consequence.

Security should be Responsive to Available Resources

Cost is a legitimate criterion in designing security and preparedness measures.  Many of the security measures recommended by federal, state, and local systems have also been found to contribute to the efficiency of public transportation operations (vehicle locating systems, multimodal communications), passenger safety (design and materials used in station and coach construction), and making systems more convenient and attractive to passengers (good lighting, clean interiors, timely information on system status, visible presence of staff), and to reducing ordinary crime [closed-circuit television (CCTV), high-profile and undercover patrolling].

Many of these measures involve only modest expenditure.  For example, improving liaison with local police and other emergency responders, establishing crisis management plans, conducting exercises, and putting procedures in place for handling bomb threats and suspicious objects are not costly undertakings.

Other Recommendations

Other recommendations to transportation executives are included below.
· Develop a security and emergency preparedness program (SEPP) plan.  In many cases, this plan will bring together many of the system’s existing activities, integrating them into an overall security and preparedness effort, rather than a disparate set of technologies and procedures.  Use the CD-ROM templates and tools to support documentation of the plan, communication with employees, and coordination with local responders.

· Consider a security staff position.  If at all feasible, it is recommended that every transportation system assign security planning and preparedness assessment responsibilities to a single individual.  Clear leadership in planning is critical.

· Take a balanced approach, commiserate with system resources and capabilities.  Threat levels and protection requirements vary with the size of the community and the features of the service area.  Evaluate threats and vulnerabilities using realistic scenarios that identify those elements of service with the potential for mass casualty events.  Preparation should focus on the most likely threats in order to insure that budgets and human capital are distributed appropriately.  Transportation activities should be coordinated with each community’s on-going emergency planning effort and integrated into mutual aid agreements and the state emergency operations plan.

· Plan first, then spend.  Extreme spending in response to a recent crisis is not sustainable over the long-term.  Security and emergency preparedness programs must be accountable for their return on investment.  Managers must be careful not to initiate programs that will eventually fall into disrepair under a different set of threat conditions.

· Get involved.  A national effort is underway to address the many institutional issues that have challenged emergency preparedness programs for the last decade.  Transportation organizations should work to be included in this process.  Transportation organizations also offer valuable resources to support their communities.  These resources should be identified and incorporated into the overall homeland security effort.

· Identify an adequate level of preparedness.  Every transportation system should set goals by which to assess its state of readiness.  These goals will help establish benchmarks to determine how much preparedness is enough and establish funding and training priorities to meet that level.  For example, transportation providers may play a special role in the sheltering or evacuation of communities and the management of medically vulnerable populations.  In this case, emphasis should be placed on reviewing or developing plans and procedures to promote and assess readiness in this area.

· Emphasize readiness in system activities.  Role-playing in operator meetings and tabletop simulations, answering questions addressed to staff, and practicing drills and interagency exercises are vital to ensure that employees and local responders are familiar with plans and equipment and develop needed skills.  Interacting through exercises also provides an opportunity for systems to develop working relationships and mutual trust.

· Develop robust emergency management plans based on an all-hazards approach.  When multiple systems that may or may not be familiar with one another respond to a disaster, their management teams need to be highly integrated to avoid confused, delayed, or redundant response efforts.  An emerging paradigm of operational command, known as the incident command system (ICS), is now widely adopted by state and local response agencies. Transportation providers should ensure that they are able to access this system.  Local law enforcement can be a valuable resource in explaining ICS and clarifying transportation roles and responsibilities.

· Plan for public reassurance.  A public affairs function can impact preparedness because it gathers, packages, and disseminates crucial information from the government to the public.  The media play a critical role in both warning and informing the public.  Terrorism broadcasts in real-time have powerful impacts on citizens.  Providing accurate and timely information throughout a crisis can establish and maintain public trust in the government, calm anxieties, and instruct the public regarding actions they should and should not take.  Recent experience has shown that inconsistent messages from different portions of government can have significantly negative impacts.  It is also vital that the chief executive and key staff members are available to the media to both inform and reassure the public with a clear and consistent message.

Investment in Security and Emergency Preparedness

It is important to recognize that security and emergency planning in public transportation includes not only the system, including its employees, facilities, passengers, and operations, but also those local agencies upon which the system relies for public safety support:

· local responders (police, fire, emergency medical services, coroner, and local public health department);

· planning organizations [local emergency management agency (EMA), local emergency planning committee (LEPC), and local government]; and

· mutual aid partners and regional agencies (who provide critical support during an emergency and support coordinated planning activities).

As indicated in Figure 1, the level of activity required by the public transportation system for security and emergency planning typically has a direct correlation to: 

· the number of passengers moved by the system; 

· the number of fixed facilities operated by the system; and 

· the number of local jurisdictions within the system’s service area.

Increasing numbers of passengers and facilities bring the potential for increased loss, which requires more sophisticated protection and preparedness capabilities.  Transportation systems serving multiple jurisdictions must extend additional resources for coordination and incident response.  This often requires the capacity to develop a Memoranda of Understanding and other formal agreements for mutual aid and support.

The relationships depicted in Figure 1 are reflected in the resources currently allocated to security by industry.  Disproportionately, these resources are assigned to the (relatively) small number of systems that serve large urban areas.

· Collectively, the nation’s 75 largest public transportation systems devote just over 4 percent of their annual operating funds to security personnel and equipment.  These systems serve the nation’s top 50 cities, and move 85 percent of all passengers who use public transportation.

· Most of these systems provide fixed-route bus services; approximately 40 also have heavy, light, and/or commuter rail systems.  All of these systems provide paratransit service in accordance with the Americans with Disabilities Act (ADA) requirements and community agreements.

· Heavy and commuter rail systems typically have their own sworn police departments or a dedicated unit of local law enforcement.  In most instances, these operations are multimodal, so police responsibilities often extend to bus and paratransit operations.  Appendix C provides a listing of transportation law enforcement and security contacts at these agencies.

· Of the remaining systems in the top 75, a few bus-only and bus-light rail operations have sworn transportation police.  Many more have security departments that oversee contractual arrangements with local law enforcement or non-sworn security personnel for security support and fare enforcement.
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Figure 1: Requirements for Security and Emergency Preparedness

Tables 2 and 3 both illustrate valuable industry resources currently devoted to security.

	Table 2: Industry Security Snapshot, Fiscal Year 2000

	Category of Transportation

System

(by ridership)
	% of Total U.S. Ridership, FY 2001
	Total Annual Unlinked Passenger 

Trips
	% of Annual Operating Expenses

Spent on Security 
	Average Cost of Security per Rail Passenger Unlinked Trip
	Average Cost of Security per Bus Passenger Unlinked Trip

	Top 75 Transportation Systems
	85 percent
	8 billion
	4.2%
	$0.18
	$0.04

	Systems

76 to 150
	7 percent
	660 million
	.05%
	
	$0.02

	Systems

101 to 500
	5 percent
	450 million
	.05%
	
	<$0.01

	Remaining Systems (approx. 7,000)
	3 percent
	300 million
	.03%
	
	< $0.01


	Table 3: Law Enforcement or Security Personnel, Fiscal Year 2000

	Category of  Transportation 

System

(by ridership)
	% of Total US Ridership, FY 2001
	Total Annual Unlinked Passenger Trips
	Average Cost to Deploy a Full-time Law Enforcement Officer
	Average Cost to Deploy a Full-time Security Guard
	Security Personnel per Million Unlinked Passenger Trips

	Top 75 Transportation Systems
	85 percent
	8 billion
	$70,000
	$50,000
	1.28

	Systems

76 to 150
	7 percent 
	660 million
	$50,000
	$35,000
	.04

	Systems

101 to 500
	5 percent
	450 million
	
	
	

	Remaining Systems 
	3 percent
	300 million
	
	
	


· Systems falling between 76 and 150 in terms of ridership provide between 50,000 and 10,000 passenger trips each weekday.  Primarily, these trips are comprised of fixed-route and demand-response paratransit service.  The larger systems in this category may have a designated security function to oversee a contract with local law enforcement or non-sworn security.  In a few instances, these systems have dedicated units of local law enforcement.  However, the majority of these systems rely on operator and supervisor training, security technology, and close coordination with local law enforcement to protect passengers and respond to incidents.  These systems often emphasize the critical role played by operators and supervisors in maintaining controlled environments on their vehicles, as well as the legal responsibility of local law enforcement for the criminal offences occurring on the streets and sidewalks of its jurisdiction.

· The nation’s remaining operators (small motor bus, paratransit, and rural and community service), who collectively provide eight percent of all trips on public transportation, have no dedicated security personnel.  Security is addressed as part of general safety; risk management, operations, or facilities maintenance.  Some of these systems may have contracts with local law enforcement or private security for limited program support or special events.  These systems typically have very limited resources for security considerations and limited experience in managing security-related threats.  If an event should arise, these systems typically work closely with their primary clients to resolve the situation.  A client list may include public transportation boards, community organizations, or regional programs.
This Guide recommends that, wherever possible, transportation personnel coordinate with their local partners to invest in strategies that promote integrated assessment of threat and response capabilities.  The coordinated management of security and preparedness issues enhances the system’s ability to protect critical assets from those events that can be prevented and mitigated.

Figure 2 (on the last page of this section) illustrates the elements of protection in the transportation environment.


Figure 2: Elements of Protection
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�  Jenkins, Brian Michael, Protecting Public Surface Transportation Against Terrorism and Serious Crime: An Executive Overview, Mineta Transportation Institute, MTI Report 01-14, October 2001, Page 2.


�  As reported to the NTD for FY 2000, the 7 largest public transportation systems each provide in excess of a million passenger trips every day; the next 5 largest agencies provide in excess of 500,000 passenger trips.  Each of the remaining top 35 agencies moves more than 100,000 passengers daily.  Lastly, the remaining 40 systems, rounding out the top 75, provide between 50,000 and 100,000 daily trips.
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