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	SUMMARY FINDINGS -- CAPABLITIES ASSESSMENT 

	NOTE ON USE: This Checklist has been prepared to summarize issues for consideration by transportation personnel in reviewing the security and emergency preparedness of their current operations.  Its objective is to help each system identify its current baseline regarding security and emergency preparedness activities.  This Checklist is GENERIC and MUST BE TAILORED by the system to its particular operation, facilities, personnel, and assessment of need.  To support tailoring, this Checklist provides four columns for responding to questions.

· Yes: Indicates the system performs the activity 

· No: Indicates the system does not perform the activity, but perhaps should consider it

· N/A: Indicates the activity is not applicable to the operation, size, mode of service, or management of the system

· Comments: Provides space for the transportation system to document specific findings, concerns, or issues that affect the applicability of the activity to its operation or that reflect a future consideration for activity
The Detailed Worksheet provides additional information to help transportation personnel determine the applicability of a particular Checklist Item to their operation.



	BASELINE CHECKLIST: ITEM TO BE EVALUATED
	Yes
	No
	N/A
	Comments

	SECURITY AWARENESS AND THREAT MANAGEMENT
	
	
	
	

	Does your system check the Homeland Security Advisory Threat Condition (http://www.whitehouse.gov/homeland/)?
	
	
	
	

	Does your system receive threat information and warnings from local law enforcement, state agencies, or other systems regarding local threat levels?
	
	
	
	

	Do appropriate personnel at your system keep informed of major community activities and events?
	
	
	
	

	Are appropriate personnel at your system aware of on-going law enforcement concerns regarding specific communities or events that may be targeted for terrorist activity?
	
	
	
	

	Have system personnel been trained to challenge people who do not appear to belong in restricted areas or who do not have the appropriate identification displayed? Does the system have procedures in place for reporting these occurrences in a manner that supports appropriate evaluation and decision-making by supervisors and management?
	
	
	
	

	Does the system have procedures in place for reporting these occurrences in a manner that supports appropriate evaluation and decision-making by supervisors and management?
	
	
	
	

	Does your system have policies in place to ensure that security, operations or maintenance personnel routinely check unattended public or open areas, such as rest rooms, stairways, parking garages and elevators for unusual/out-of-place/abandoned items?
	
	
	
	


	BASELINE CHECKLIST: ITEM TO BE EVALUATED
	Yes
	No
	N/A
	Comments

	SECURITY AWARENESS AND THREAT MANAGEMENT
	
	
	
	

	Has the system trained personnel on recognizing and reporting unusual/out-of-place/unattended objects? 
	
	
	
	

	Has your system reviewed its policies for managing these objects (i.e., identifying lost-and-found items versus when to report the object to management for further review)?
	
	
	
	

	Has your system incorporated security checks into policies for pre-trip inspections, vehicle cleaning and vehicle fueling?
	
	
	
	

	Have appropriate personnel at your system received and reviewed security and emergency management materials from the FTA?
	
	
	
	

	Have appropriate personnel at your system received security or emergency management training from FTA or another source?
	
	
	
	

	SECURITY AND PREPAREDNESS PLANNING
	
	
	
	

	Has Executive Management accepted responsibility for the management of security vulnerabilities during the design, engineering, construction, testing, start-up and operation of the transportation system?
	
	
	
	

	Has Executive Management endorsed a policy to ensure that security vulnerabilities are identified, communicated, and resolved (or accepted) through a process that promotes accountability for decision-making?
	
	
	
	

	Does your system have clear and unambiguous lines of authority and responsibility for ensuring that security is addressed at all organizational levels within the operation (including contractors)?
	
	
	
	

	Does your system have access to personnel with security management experience, knowledge, skills, and abilities?
	
	
	
	

	Does your system ensure that resources are effectively allocated to address security considerations? 
	
	
	
	

	Is the protection of passengers, employees, contractors, emergency responders and the general public a priority whenever activities are planned and performed at the system?
	
	
	
	

	Wherever possible, does your system guide design, engineering, and procurement activity with an agreed-upon set of security standards and requirements (including design criteria manuals, vehicle specifications, and contracting guidelines)?
	
	
	
	

	Does your system routinely evaluate its capabilities to provide adequate assurance that the public and employees are protected from adverse consequences?
	
	
	
	

	Has your system committed to developing security mitigation measures to prevent and manage security vulnerabilities?
	
	
	
	

	Has your system appropriately documented its security measures in plans, procedures, training, and in project requirements, specifications and contracts?
	
	
	
	

	Does your system have a formal System Security Program, documented in a System Security Program Plan (Security Plan)?
	
	
	
	

	If yes, is the Security Plan current, reflecting current security operations and system configuration?
	
	
	
	

	If no, does your system have plans in place to develop a Security Plan?
	
	
	
	

	If no, prepare a brief list of all activities performed at your system that address security concerns (for example, include facility access control; procedures for handling difficult people; workplace violence program; bomb threat management plan; procedures for identifying and reporting unusual occurrences; facility and vehicle evacuation and search procedures; coordination with local law enforcement, etc.)
	
	
	
	ATTACH LIST

	SECURITY AND PREPAREDNESS MANAGEMENT
	
	
	
	

	Does your system have a police department/security department to implement the security program?
	
	
	
	

	If yes, please describe organization and existing capabilities of this department?
	
	
	
	ATTACH LIST

	If no, does your system use adjunct security personnel to support security for administrative and non-revenue facilities?
	
	
	
	

	If no, describe the activities performed by your system to coordinate security response with local law enforcement?  Include MOUs and any reports that may be received regarding the occurrence of crime at the transportation system.
	
	
	
	ATTACH LIST

	Does your system have specific plans for managing bomb threats?  Threats regarding the release chemical, biological or radioactive materials?  Threats against specific individuals?
	
	
	
	

	Does your system have specific plans to guide facility and vehicle evacuations and searches for unusual/out-of-place/unattended packages?
	
	
	
	

	Does your system coordinate with local law enforcement to ensure timely and effective response to identification of a potential explosive device or other hazardous material?
	
	
	
	

	Does your system coordinate its security activities with neighborhood watch programs, other community and business security programs, and school safety programs to support integrated and coordinated approaches to shared problems?
	
	
	
	

	Has your system reviewed its procedures for managing mail and deliveries to assess security considerations?
	
	
	
	

	Are your employees trained to recognize and report threatening behavior and those activities that could be associated with the placement of an explosive devices or the potential release of a hostile agent into the transportation environment?
	
	
	
	

	Do your employees understand their roles and responsibilities for protecting passengers, other employees, and the general public from security threats?
	
	
	
	

	Have your employees received security-related training for dispute resolution and conflict management?
	
	
	
	

	Has your system developed a program to address Workplace Violence?
	
	
	
	

	Has your system provided local law enforcement and public safety organizations with transportation awareness training?
	
	
	
	

	THREAT AND VULNERABILITY ASSESSMENT
	
	
	
	

	Has your system ever conducted a formal Threat and Vulnerability Assessment?
	
	
	
	

	Does your system have a current listing of its critical assets?
	
	
	
	

	Does your system have a current description of physical and procedural security measures in place to protect these assets?
	
	
	
	

	Does your system have a current assessment of specific threats to its operation?
	
	
	
	

	Has your system identified worst case scenarios regarding security vulnerabilities to acts of terrorism and extreme violence?
	
	
	
	

	Has your system ever assessed its capabilities to identify and manage those activities that may indicate the release of a hostile agent in the transportation environment or the placement of an explosive device?
	
	
	
	

	Does your system have a prioritized listing of current security vulnerabilities?
	
	
	
	

	Does your system have a current program in place to implement security measures that address these vulnerabilities?


	
	
	
	

	PHYSCIAL SECURITY
	
	
	
	

	Does your system provide access control systems to protect administrative and non-revenue facilities?
	
	
	
	

	Does your system use a badging system for employees?
	
	
	
	

	Does your system have procedures in place to verify access authorization for visitors, contractors and delivery personnel? 
	
	
	
	

	Does your system have procedures to log non-routine entries (for example, visitors, personnel during off-shift, and personnel not normally assigned) to administrative and non-revenue facilities?
	
	
	
	

	Does your system have procedures to verify the identity of a visitor before issuing a badge/pass/credential?
	
	
	
	

	Does your system have procedures to verify the access authorization of vehicles before they can be parked within 50 feet of administrative and non-revenue facilities?
	
	
	
	

	Does your system have inventory control procedures for access badges, uniforms, and equipment?
	
	
	
	

	Does your system have procedures to report stolen badges, uniforms or equipment?
	
	
	
	

	Does your system issue advisories or bulletins regarding potential security threats?
	
	
	
	

	Does your system screen personnel and packages before providing access to secure facilities (control center, revenue collection facilities, etc.)?
	
	
	
	

	Does your system authorize the search of hand-carried items or packages entering or leaving a security area?
	
	
	
	

	Does your system provide perimeter controls for administrative and non-revenue facilities, including fencing, gates, motion-detected lighting systems, etc.?
	
	
	
	

	Does your system routinely patrol and/or inspect exterior security area perimeter barriers (for example, fences) to verify integrity and detect unauthorized objects (ladders) or conditions (for example, excessive soil erosion under fence)?
	
	
	
	

	Does your system use follow pre-determined procedures to lock down and open administrative, non-revenue and passenger facilities each day?
	
	
	
	

	Does your system have procedures to control the issuance of keys and combinations to locks and control panels?
	
	
	
	

	Are your administrative and non-revenue facilities protected with intrusion detection alarm systems?
	
	
	
	

	Are your administrative and non-revenue facilities covered by CCTV?
	
	
	
	

	Identify other security systems in place to protect your system’s administrative and non-revenue facilities?
	
	
	
	ATTACH

LIST

	Does your system use security technology to support monitoring and management of passengers in stations, terminals, and on vehicles (examples include CCTV, emergency telephones, designated passenger waiting areas; emergency alarms on buses and alarms/intercoms on trains, public address systems in stations)?
	
	
	
	

	If yes, please describe this technology. 
	
	
	
	ATTACH LIST

	Has your system conducted blast-hardening/mitigation as part of the station and administrative facility design/renovation process?
	
	
	
	

	Do vehicle barriers, blast barriers, or other perimeter controls that limit or deny direct vehicle access to critical assets protect your facilities?
	
	
	
	

	Please describe the security technology used by your police/security department (if applicable).


	
	
	
	ATTACH LIST

	EMERGENCY RESPONSE CAPABILITIES
	
	
	
	

	Does your system have an Emergency Plan?
	
	
	
	

	Does your system have Emergency Operating Procedures?
	
	
	
	

	Does your system have an Incident Response Plan for Terrorism, as an appendix to the Emergency Plan or as a separate plan? 
	
	
	
	

	Does your system coordinate with local public safety organizations on the development, implementation and review of the Emergency Plan and procedures?
	
	
	
	

	Does your Emergency Plan specify use of the Incident Command System?
	
	
	
	

	Have your employees been trained in the Emergency Plan and Procedures?
	
	
	
	

	Does your system conduct routine simulation drills, table-tops and refresher training?
	
	
	
	

	Does your system coordinate its drilling and training for emergency response with local public safety organizations?
	
	
	
	

	Does your system conduct briefings of after-action reports to assess performance during the simulation dill or exercise and identify areas in need of improvement?
	
	
	
	

	Have members of your system participated in Domestic Preparedness Training Programs sponsored by the Federal government (FEMA, FBI, DOD, etc.)?
	
	
	
	

	Has your system participated in Capabilities Assessment Readiness (CAR) exercise programs supported by the local EMA?
	
	
	
	

	PREVIOUS EXPERIENCE
	
	
	
	

	Has your system experienced an emergency in the last 12 months?
	
	
	
	

	If yes, were you satisfied with the system’s level of response?
	
	
	
	

	Has your system received a bomb threat in the last 12 months?
	
	
	
	

	Has your system evacuated in its facilities in the last 12 months as the result of a bomb threats?
	
	
	
	

	Has your system conducted a physical search of a facility in response to a bomb threat?
	
	
	
	


DETAILED WORKSHEET

Elements of Prevention
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Coordination for Intelligence

· Does the system check the Homeland Security Advisory Threat Condition every day? (http://www.whitehouse.gov/homeland/)

· Does the system receive threat information and warnings from local law enforcement, state agencies, or other transportation agencies regarding threat levels?

· Do appropriate personnel at the system keep informed of major community activities and events?

· Are appropriate personnel at the system aware of on-going law enforcement concerns regarding specific communities or events that may be targeted for terrorist activity?

· Does anyone representing the transportation system participate in the local or regional Terrorism Working Group or other similar organization?

· Has anyone at the transportation system established a direct relationship with the FBI  field office and the FEMA regional office with jurisdiction for the system’s service area?

Awareness

· Have system personnel been trained to challenge people who appear not to belong in restricted areas or who are not displaying the appropriate identification? 
· Have system personnel been trained to recognize unusual/out-of-place/unattended objects and to report them in a manner that supports appropriate evaluation and decision-making by supervisors and management?

· Does your system have policies in place to ensure that security, operations or maintenance personnel routinely check unattended public or open areas, such as rest rooms, stairways, parking garages and elevators for unattended objects?

· Has your system incorporated security checks into policies for pre-trip inspections, vehicle cleaning and vehicle fueling?

· Has your system reviewed its policies for “lost and found” items in light of the changing threat environment?

· Has your system developed a customer outreach program to provide passengers with instructions for reporting unusual/out-of-place activity or items?

· Have personnel in your system been trained to: 

· Identify characteristics of WMD use in the transportation environment

· Recognize specific signs and symptoms related to WMD agent release

· Conduct incident “size-up” to ensure that appropriate information is reported from the scene to dispatch

Threat and Vulnerability Assessment

· Has the system considered the potential for terrorist use of WMD on its system?

· Has the system identified the most likely locations for WMD use?

· Does the system have a prioritized listing of current security vulnerabilities?

· Does the system have a current program in place to implement security and emergency preparedness measures that address these vulnerabilities?

· Has the system conducted a formal assessment to identify and resolve major vulnerabilities, including the following:

· accessibility of surrounding terrain and adjacent structures to unauthorized access (both human and vehicular);
· site layout and elements, including perimeter and parking, that discourage access control, support forced/covert entry, or support strategic placement of explosives for maximum damage;
· location of incoming utilities and air intake vents (easy access for offenders);
· building construction with respect to blast resistance (tendency toward progressive collapse, fragmentation, no redundancy in load bearing);
· sufficiency of lighting, locking controls, access controls, alarm systems, and venting systems to support facility control;
· availability of locations for hiding or planting devices or packages on platforms, in tunnels, near fueling and off-hour vehicle storage facilities, and on passenger vehicles; and
· information technology (IT) and network ease-of-penetration.

· Has the system participated in local law enforcement jurisdictional threat and vulnerability assessments? Coordinated these activities with local neighborhood watch programs? Programs coordinated by businesses and vendors in or near the transportation system? Programs managed by schools, hospitals and other public service agencies?
Security and Emergency Response Planning, Coordination and Training

Security and Emergency Preparedness Planning

· Has the system reviewed its Standard Operating Procedures (SOPs) for managing both internal emergencies and responding to community emergencies?

· Has the transportation system committed to using the Incident Command System (ICS) to integrate its response activity into the larger community effort?

· Has the transportation system committed to working with local and state public safety organizations to understand relevant terrorism response plans, SOPs, and the transportation system’ role in them? 

· Has the system considered its role in community evacuation and in-place sheltering? 
· Has the system worked with the local emergency planning community to pre-determine evacuation routes, and the transportation role in supporting evacuation or in-place sheltering?

· Has the system made certain that its equipment and capabilities for supporting community response to a terrorist incident are accurately represented in community plans and resource inventory documentation?
·  Has the system initiated or completed internal planning efforts to ensure that:

· an emergency contacts list is developed and current, and responsibility for call-outs is clearly identified; 

· employees have been issued quick reference guidelines for reporting and managing emergency situations occurring on the system;
· pre-determined guidelines have been developed for managing threats against the system, including procedures for receiving and evaluating telephonic and written threats, conducting searches, evacuating facilities, and initiating partial or full-service shut-downs;
· pre-determined staging areas have been identified for major sites served by the transportation system and identified as the most vulnerable to attack;
· security and emergency response planning, coordination, and training is formalized and documented; 

· security and emergency response plans identify responsibilities of employees by function; employees are proficient in their responsibilities, and have received the appropriate training and exercising to carry out these responsibilities;
· security and emergency response planning includes preparedness for multiple, concurrent events; 

· an system-wide service continuation, restoration and recovery plan is in place, with responsibilities clearly identified;
· revisions to standard operating procedures (SOPs), new SOPs and updates (based on security and emergency response planning activities) have been developed for signature(s) and distribution and incorporated into training;
· emergency drills and table-top exercises are scheduled on a regular basis; 

· coordination and training with outside agencies is occurring on a regular basis, and the system is effectively integrated into the community’s emergency management plans and activities;
· media relations and system information control procedures and policies are established (both internal and external to system); 

· documentation of drills is maintained; drill critiques held; and recommendations are recorded and addressed with appropriate with follow-up; 

· emergency procedures are reviewed by the transportation system on a regular basis and updated as needed; 

· regular assessments of employee proficiency conducted; 

· procedure exists for alternate operations control center in the event of evacuation of primary facility;
· support systems developed to provide post-incident support to customers and employees; 

· regular functional testing and inspection of emergency support equipment and systems (e.g., emergency phones, CCTV, alarms, onboard/in-vehicle equipment, two-way radios, fans, pumps, generators, etc.)  is performed;
· SOPs for HVAC operations in various emergency conditions have been reviewed;
· contingency plans for loss of electrical power and radio or phone communications have been developed; and
· pre-determined public address announcements for station platforms and on-board vehicles have been developed.
Incident Command System

· Do transportation personnel understand the special tensions between crisis and consequence management in a security/terrorism incident, and recognize that the INCIDENT COMMAND SYSTEM (ICS) provides an on-going tool for managing this tension and establishing joint priorities?
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ICS provides an important framework from which all responding agencies can work together. In any major incident many local, state and federal agencies may become involved. The challenge is to get the various agencies to work together in the most efficient and effective manner. The principles of ICS will enable State and local emergency response agencies to utilize common terminology, span of control, organizational flexibility, personnel accountability, comprehensive resource management, unified command and incident action plans.

To support the transportation system’s ability to integrate with response activities managed using ICS, the transportation system should consider the following issues:

· Key definitions, terms, acronyms, roles, functions, and responsibilities used by the local community to describe ICS and its application to manage local response, and to integrate this response with state and federal assets as they arrive on the scene of a major threat or actual event
· Leadership and authority roles for crisis and consequence management at the local, state and federal level, and how the transportation system remains “plugged in” to these different response levels and functions
· Key elements of the transportation system’s “situation and assumptions” regarding its capabilities to identify, report and manage a WMD incident on its property or to support response to an incident in the community (includes what resources, skills, and proficiencies transportation personnel do and do not have regarding WMD incidents, and what specialized functions must be provided by local, state and federal agencies)
· Key elements of the transportation system’s “situation and assumptions” regarding its capabilities to recover from a WMD incident on its property or in the community, including expectations regarding the role of local, state and federal resources to support recovery of costs incurred for personnel, equipment, damaged property, decontamination, structural damage and other activities associated with both response and longer-term service restoration
· The community’s approach to managing a major incident is often termed “concept of operations,” which describes activities to support crisis and consequence management, and typically addresses the following issues:
· Incident Commander: If there is a local incident site, an incident command post (ICP) will be established to manage emergency operations at that incident site.  The local system with primary jurisdictional authority will designate the Incident Commander.  The Incident Commander will direct and control responding resources and designate emergency operating areas. 
· The Crime Scene Boundary defines the crime scene.  The crime scene may include the area referred to in technical operations as the “red zone” or ”working point.”  Access to the crime scene may be restricted by state, federal, or local law enforcement personnel.  Response activities within the crime scene may require special care in order to protect evidence.
· The Hazmat Boundary defines the hazmat site, which is referred to in hazmat operations as the “hot zone” and may be termed the “isolation area” or “exclusion zone” by other responders, and may include the hazmat upwind “warm zone” utilized for contamination control and rescue staging.  Depending on the spread of contaminants, the hazmat site may include some or all of the crime scene.  Entry into the hazmat boundary is normally restricted to response personnel equipped with personal protective equipment and using decontamination procedures.
· The Incident Boundary includes the crime scene, the hazmat area, the “cool zone” or “support zone” used for incident support operations such a resource staging and casualty collection, and areas where protective actions, such as shelter-in-place or evacuation, may be recommended or mandatory measures, such as quarantine, imposed.  Access to this area is normally controlled; if a quarantine is implemented, egress may also be restricted.
· ICS-EOC Interface. The Incident Commander and the community EOC have typically established a division of responsibilities.  The Incident Commander will normally manage field operations at the incident site and in adjacent areas.  The EOC will normally mobilize and provide local resources, disseminate emergency public information, organize and implement large-scale evacuation, coordinate care for casualties, coordinate shelter and mass care for evacuees, arrange mortuary support, and, if local resources are insufficient or inappropriate, request assistance from other jurisdictions or the State.  Does the transportation system understand how its field and EOC operations will coordinate with the community response?
· Implementation of Unified Command.  As state and federal responders arrive, the response will transition from an incident command operation to a unified command arrangement. Does the transportation system understand its role in unified command?
· A REPRESENTATIVE SCHEMATIC is provided on the next page.

· If there is no local incident site, which may be the case in incidents involving biological agents, consequence management activities will generally be directed and controlled from the local EOC.  An Incident Commander may be designated.  When state and federal response forces arrive, the EOC may be used as a unified command operations center. Is the transportation system prepared to coordinate with and support this type of response effort?


SAMPLE DECONTAMINATION SCENE STAGING AREA SCHEMATIC

Elements of Notification and Response

· Has the system reviewed its current emergency procedures to: 
· ensure that notification procedures support dispatch of the correct responders with the appropriate equipment, and that all responders are aware of potential hazards (structural issues, electrical issues, suspected chemical or toxic agent) PRIOR to arrival or scene entry;
· ensure timely activation of the transportation system Emergency Operations Center (EOC) or other specially-equipped facility from which transportation management can exercise direction and control and coordinate necessary resources in an emergency situation;
· identify roles and responsibilities for transportation personnel conducting field operations at the scene in specific terms, so that operators and supervisors understand the limits of their responsibilities – particularly in hazardous conditions;
· use escape hoods or pre-staged gas masks to support facility evacuation (requires training and exercising for all personnel involved in the program);
· revise evacuation and shutdown procedures to consider secondary attacks and other environmental hazards;

· manage information requests from victims, families, and relatives (applying the NTSB guidelines for airplane crashes may be appropriate);
· evaluate activities to ensure on-going liaison with local emergency responders; 

· ensure the safety and security of passengers after the incident; 

· manage medically vulnerable passengers in community and vehicle evacuations,  and prioritizing decision-making regarding the need for medication, treatment, and hospitalization 

· restore service or creating alternatives with heightened security or road/bridge/tunnel restrictions; and 

· issue public information.
Other Considerations

· Other considerations for planning include: 

· strategies and programs for initiating sustained relationships with local emergency planning organizations, ensuring that transportation agencies are “plugged in” to the emergency management process in all phases:  

1. Local communities must understand the resources and capabilities of transportation agencies to support preparedness and response; as well as the hazards involved in operations based in the transportation environment.  

2. Local responders must also recognize the ways in which community traffic management decisions may affect transportation operations, providing additional response challenges.  
3. Transit agencies must learn what roles they can or are expected to play in the community response effort, and must ensure that their employees are trained to proficiency and ready to provide this service safely and effectively.  

4. Enforcement issues must all be resolved.  For example, the issuance of evacuation orders, the management of minor children and those with serious medical conditions, the support of individuals of age and those with mobility, sensory and/or cognitive disabilities, the institution of in-place sheltering in transportation facilities (in response to a hazardous materials or CBRN incident at the transportation system), and the use of transportation facilities for mass care shelters.
· strategies for overcoming friction and resistance from local public safety organizations, thus ensuring that transportation responders are not “marginalized”:  
1. Transit concerns regarding incident staging, traffic control, managing passenger and employee safety, and restoration of service must be acknowledged in the local response effort and addressed in the response.

2. The jurisdictional authority and safety concerns of the transportation system must be addressed in all emergency response and management activities
· tools and techniques for supporting effective integration of the transportation system into new models and emerging structures for incident management at the local and state level;
· strategies for ensuring that local responders are aware of unique hazards associated with the transportation environment, transportation equipment, and alternative fuel vehicles;

· tools and systems to support strategic deployment of resources at the scene (to ensure availability, yet manage convergence and avoid premature commitment);
· scene management techniques to resolve inherent conflicts among competing priorities and practical approaches for promoting life safety priorities while preserving (as much as possible) evidence at any scene that may have criminal origins;
· tools for tracking resource and personnel expenditures devoted to emergency response, in keeping with requirements necessary for reimbursement from FEMA, State and local agencies, FTA or other organizations, and for mutual aid partners and contractors;
· available classroom and simulation training and techniques for effectively conveying scene check-in, management, staging logistics, and incident documentation requirements to transportation employees;
· recovery can be complicated by the presence of persistent agents, additional threats, extensive physical damages, and mass casualties.  The community and the transportation system should consider their approaches to staffing and managing the operational periods required to stabilize the event and support long-term recovery. A sample graphic depicting operational periods is presented on the next page. The transportation system should expect that response to a major incident will result in multiple operational periods, comprised of 12 hour shifts (initially) then giving way to longer planning phases as the incident is brought under control.  
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