[image: image1.wmf]Security and Emergency Preparedness Brief
Before September 11, 2001, terrorism represented a relatively new concern in the spectrum of transportation and emergency management issues. Since the tragic events in New York, Washington and Pennsylvania, domestic preparedness now has become a critical part of every transportation provider’s overall planning.

[image: image2.wmf]The Ohio Department of Transportation, Office of Transit (the Office) has prepared this memorandum to support security and emergency preparedness programs for those agencies participating in the Ohio Coordination Program (OCP). This Brief: 

· Introduces basic concepts regarding security and emergency preparedness

· Provides specific recommendations for improved readiness

· Highlights available resources.

Concepts for Managing the New Threat Environment

There are twelve principles to consider when evaluating current efforts for security and emergency preparedness. These principles are widely recognized for their capabilities to improve preparedness, when implemented by committed management:
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Number One: Accept Change

Recognize that terrorism is a threat to homeland America: Domestic or international terrorists could target any state, city, or locality. This is an issue that transportation officials must take seriously, and must address in their day-to-day operations and planning.

Number Two: Build Partnerships

Participate in efforts to conduct local threat assessments: Law enforcement agencies across the nation are conducting threat and vulnerability assessments to analyze the threat that a terrorist will act against a specific locale, the vulnerability of potential targets, and the risk that an attack will be successful. Reach out to local law enforcement, and share with them your assessments regarding the biggest threat to your operations, and the special resources you may have to support community response in the event of a major emergency. Encourage information sharing and joint emergency planning. Just because your local law enforcement has not contacted you, do not assume that they are not interested in what you have to contribute!

Number Three: Promote Awareness

Familiarize yourself with the spectrum of threats: What types of weapons might be used against your vehicles, drivers or passengers? What are the potential targets? What is the risk of casualties or other damage with different combinations of weapons and targets? What are special conditions that could be observed by your drivers and passengers relating to these weapons and targets? How can your staff and passengers be effective “eyes and ears” for the community?

Number Four: Target Resources

Prepare commensurate with the threat: Terrorists can strike any place, any time. Government buildings, hospitals, monuments, public venues, schools, businesses, manufacturers, utilities, and even high-profile people can be terrorist targets. There are not, however, enough resources to protect every possible target. Therefore, preparation should focus on the most likely threats so that budgets and human capital are distributed appropriately.  Preparation should be coordinated with ODOT’s Office of Transit and the Ohio State Emergency Operations Plan, managed by the Ohio Department of Public Safety’s Emergency Management Agency.

Number Five: Prepare for the Worst

Identify an adequate level of preparedness: Every agency should set goals by which to assess its state of readiness. These goals will help establish benchmarks by which to determine how much preparedness is enough and establish priorities to meet that level. OCP transportation providers may play a special role in the sheltering or evacuation of vulnerable populations. Emphasis should be placed on reviewing or developing plans and procedures to promote readiness.

Number Six: Get Plugged into Emergency Planning

Develop robust emergency management plans based on an "all-hazards" approach: A dedicated network of agencies and terrorism-specific response plans are neither a necessary nor prudent way to address this emerging threat. All-hazards training and systems, which have the ability to respond to small, more routine emergencies, but that can "flex" to address larger or different types of emergencies, are the best investment of an agency's resources. When multiple agencies that may or may not be familiar with one another respond to a disaster, their management systems need to be highly integrated to avoid confused, delayed, or redundant response efforts. An emerging paradigm of operational command known as the incident management system (IMS) is beginning to be widely adopted by state and local response agencies. Government agencies, private and not-for profit healthcare facilities, and other non-governmental organizations that respond to disasters, should adopt IMS as a way of assuring effective crisis coordination. OCP transportation providers should ensure that they are “plugged in” to this system. Local law enforcement can be a valuable resource in explaining the “incident command system” (ICS)

Number Seven: Invest in Multiple Benefits

Acquire equipment and implement policies that have multiple purposes: Dual-use equipment and policies can be used in day-to-day operations, common medical and transit emergencies, as well as in specific terrorism situations. These items, whether Palm pilots and cell phones, Intelligent Transportation Systems (ITS) for vehicle tracking or computer-aided dispatch, fire extinguishers, first aid kits, or more stringent policies for background checks on employees and volunteers and encouraging increased reporting of suspicious activity,  can be used routinely and thus will be more familiar to employees than equipment used only for terrorism. Moreover, it is cost-effective to invest in dual-use equipment when possible. 

Number Eight: Think Long-term

Build sustainability into program design: Sustaining improved operational capabilities for security and emergency preparedness is a challenge. Budgets must be adequate to pay for equipment purchase and maintenance. Resources must also cover training and retraining of personnel. As programs expand, consideration must be given to how these initiatives will be sustained. 

Number Nine: Train Your Employees, Volunteers and Passengers

Educate in Policy and Practice: Before any attack takes place, it is important that your personnel obtain training so that they can recognize and accurately report and manage an array of natural and man-made disasters. Recognition, learned through awareness training, is the single most important tool available for transit personnel. Knowing what constitutes suspicious activity; what to do when your agency receives a bomb threat; and how to report to the scene of an emergency are straight-forward issues that can make all of the difference in an actual event. Posting operating rules and providing flyers for passengers can ensure that they, too, contribute the national effort to identify potential suspicious activity before it results in tragedy. The greater the awareness of the extent of the threat, and the greater the understanding of the general public, the less likely attacks will produce the fear and destruction the attackers hope to create. 

Number Ten: Practice, practice, practice.

Emphasize readiness in agency activities: Role-playing in operator meetings, tabletop simulations, “what if?” questions addressed to staff, tabletop simulations, drills, and interagency exercises are vital to ensure that employees and local responders are familiar with plans and equipment and develop needed skills. Interacting through exercises also provides an opportunity for agencies to develop working relationships and mutual trust. 

Number Eleven: Seek out Federal Funding 

Maximize the use of federal resources: Agency representatives should be familiar with resources the federal government can provide to state and local preparedness efforts. Maximizing the use of these resources will help to sustain preparedness programs. ITS programs, for example, offer many opportunities for rural and small transportation providers. Local law enforcement, emergency medical services, fire services and hospitals may also be seeking partners in grant submissions and programs for interoperable equipment, heavy wrecking equipment, closed circuit television (CCTV) systems, and intrusion detection systems. Additional federal funds will soon be available to support transportation drilling and emergency plan development.

Number Twelve: Plan for Reassurance and Coordination with the Public
Develop a public affairs plan: Public affairs is a vital part of preparedness because it gathers, packages, and disseminates crucial information from the government to the public. The media play a critical role in both warning and informing the public. Terrorism broadcast in "real-time" has a powerful impact on citizens. Providing accurate and timely information throughout a crisis can establish and maintain public trust in the government, calm anxieties, and instruct the public regarding actions they should and should not take. Recent experience has shown that inconsistent messages from different portions of government can have significantly negative impacts. It is also vital that the chief executive and key staff members are available to the media to both inform and reassure the public with a clear and consistent message. 

Specific Recommendations

Below are 6 specific recommendations that can be implemented by OCP agencies to support security and emergency preparedness:


4.
Plan for supporting evacuations of the “medically fragile” within your 


community
Identify local facilities that must plan for the care and sheltering of the medically fragile during major emergencies. If emergency plans and policies have not been developed, identify how your transportation capabilities could support the following:

· Evacuating just outside the facility

· Evacuating to a nearby like facility

· Evacuating to a distant like facility

· Evacuating to a shelter designated as a medical treatment unit (and originating facility continues to provide all staff and support services)

· Evacuating to a shelter designated as a medical treatment unit (and local health officials provide all staff and support services)

· Evacuating to a general public shelter with a temporary infirmary

The Table below indicates typical categorizations applied to residents of the community classified as “medically fragile.” Community transportation support is generally required for Level II and Level III evacuations.

Once the plan has been developed, prepare a checklist, procedures, or management tool to ensure that operators, dispatchers, and new employees are aware of the plan.

Annual tabletop simulations can provide a highly effective way to test “readiness” and practice contingency management capabilities.

	

	EMERGENCY EVACUATION DESTINATION CATEGORIES

for MEDICALLY FRAGILE PATIENTS and RESIDENTS

	LEVEL OF CARE
	SHELTER

 TYPE
	TRANSPORT

TYPE

	LEVEL I
Description: Patients are usually transferred from in-patient medical treatment facilities and require a level of care only available in hospital or Extended Care Facility.

Examples:

· Bedridden, totally dependent, difficulty swallowing

· Requires dialysis

· Ventilator-dependent

· Requires electrical equipment to sustain life

· Critical medications requiring daily or QOD lab monitoring

· Requires continuous IV therapy

· Terminally ill


	Like Facility 

 Hospital/ECF
	ALS

	LEVEL II
Description: Patients have no acute medical conditions but require medical monitoring, treatment or personal care beyond what is available in public shelters.
Examples:
· Bedridden, stable, able to swallow

· Wheelchair-bound requiring complete assistance

· Insulin-dependent diabetic unable to monitor own blood sugar or to self-inject

· Requires assistance with tube feedings

· Draining wounds requiring frequent sterile dressing changes 

· Oxygen dependent; requires respiratory therapy or assistance with O2
· Incontinent; requires regular catheterization or bowel care


	Medical Treatment Unit/Temporary Infirmary
	BLS

Wheelchair Van

Car/Van/Bus

	LEVEL III
Description: Patients are able to meet own needs or has reliable caretakers to assist with personal and/or medical care.
Examples:
· Independent; self-ambulating or with walker

· Wheelchair dependent; has own caretaker if needed 

· Medically stable requiring minimal monitoring (i.e., blood pressure monitoring)

· O2 dependent; has own supplies

· Medical conditions controlled by self-administered            medications

· Is able to manage for 72 hours without treatment or replacement of medications/supplies/special equipment


	ARC/

Public Shelter


	Car/Van/Bus


5.
Complete the following WORKSHEET to assess your current level of 

security and emergency preparedness, to identify strengths and to document areas for improvement:
	SECURITY BASELINE

PLANNING WORKSHEET
	Yes
	No
	Notes

	
	
	
	

	Has Executive Management accepted responsibility for the management of security vulnerabilities during the design, engineering, construction, testing, start-up and operation of the transit system?
	
	
	

	Has Executive Management endorsed a policy to ensure that security vulnerabilities are identified, communicated, and resolved (or accepted) through a process that promotes accountability for decision-making?
	
	
	

	Does your agency have clear and unambiguous lines of authority and responsibility for ensuring that security is addressed at all organizational levels within the operation (including contractors)?
	
	
	

	Does your agency have access to personnel with security management experience, knowledge, skills, and abilities?
	
	
	

	Does your agency ensure that resources are effectively allocated to address security considerations? 
	
	
	

	Is the protection of passengers, employees, contractors, emergency responders and the general public a priority whenever activities are planned and performed at the agency?
	
	
	

	Wherever possible, does your agency guide design, engineering, and procurement activity with an agreed-upon set of security standards and requirements (including design criteria manuals, vehicle specifications, and contracting guidelines)?
	
	
	

	Does your agency routinely evaluate its capabilities to provide adequate assurance that the public, and employees are protected from adverse consequences?
	
	
	

	Has your agency committed to developing security mitigation measures to prevent and manage security vulnerabilities?
	
	
	

	Has your agency appropriately documented its security  measures in plans, procedures, training, and in project requirements, specifications and contracts?
	
	
	

	Do your agency have a formal System Security Program, documented in a System Security Program Plan (Security Plan) ?
	
	
	

	If “yes,” is the Security Plan current, reflecting current security operations and system configuration?
	
	
	

	If “no,” does your agency have plans in place to develop a Security Plan?
	
	
	

	If “no,” prepare a brief list of all activities performed at your agency that address security concerns (for example, include facility access control; procedures for handling difficult people; workplace violence program; bomb threat management plan; procedures for identifying and reporting suspicious activity; facility and vehicle evacuation and search procedures; coordination with local law enforcement, etc.)
	
	
	ATTACH LIST


	GENERAL EMERGENCY RESPONSE CAPABILITIES
	Yes
	No
	Notes

	Does your agency have an Emergency Plan?
	
	
	

	Does your agency have Emergency Operating Procedures?
	
	
	

	Does your agency have an Incident Response Plan for Terrorism, as an appendix to the Emergency Plan or as a separate plan? 
	
	
	

	Does your agency coordinate with local public safety organizations on the development, implementation and review of the Emergency Plan and procedures?
	
	
	

	Does your Emergency Plan specify use of the Incident Command System?
	
	
	

	Have your employees been trained in the Emergency Plan and Procedures?
	
	
	

	Does your agency conduct routine drills, table-tops and refresher training?
	
	
	

	Does your agency coordinate its drilling and training for emergency response with local public safety organizations?
	
	
	

	Does your agency conduct briefings of after-action reports to assess performance during the dill or exercise and identify areas in need of improvement?
	
	
	

	Have members of your agency participated in Domestic Preparedness Training Programs sponsored by the Federal government (FEMA, FBI, DOD, etc.)?
	
	
	

	PREVIOUS EXPERIENCE
	
	
	

	Has your agency experienced an emergency in the last 12 months?
	
	
	

	If” yes,” were you satisfied with the agency’s level of response?
	
	
	

	Has your agency received a bomb threat in the last 12 months?
	
	
	

	Has your agency evacuated in its facilities in the last 12 months as the result of a bomb threats?
	
	
	

	Has your agency conducted a physical search of a facility in response to a bomb threat?
	
	
	

	If “yes” to any of the above three questions, were you satisfied with the agency’s level of response? 
	
	
	

	Please identify any areas that you would like to improve.


	


6.
Review the following list and consider how each element is currently addressed
 in your operation (or can be in the future):

· Awareness - Train all security and maintenance personnel to spot suspicious-looking or unfamiliar people or objects. 

· Communication - Teach employees and/or tenants the importance of awareness; encourage them to identify and report anything that appears out-of-the-ordinary. 

· Screening - Develop and implement systems for identifying and controlling visitor access to the building. 

· Inspection - Establish strict procedures for the control and inspection of packages and materials delivered to the building, particularly those intended for critical areas. 

· Procedures - Instruct all personnel, particularly telephone switchboard or reception personnel, on what to do if a bomb threat is received. 

· Surveillance - Instruct security and maintenance personnel to routinely check unattended public or open areas, such as rest rooms, stairways, parking garages and elevators. 

· Lighting - Make sure that all of the facility's access points are well-lit. 

· Systems Awareness - Unexpected interruptions in the building's fire or security systems may not be coincidental; train personnel to identify and address them immediately. 

· Local Authorities - Contact local government agencies to determine their procedures for dealing with bomb threats, search, removal and disposal. 

· Contingency - Assure adequate protection and off-site backup for classified documents, proprietary information, critical records and activities essential to the operation of your business.

Available Resources

For additional information, please consult the following:

Title: Transit System Security Program Planning Guide 

Author(s): John Balog and Anne Schwarz

Year: 1994 

Sponsoring Agency: Federal Transit Administration (FTA) 

Volpe Report #: DOT-VNTSC-FTA-94-01 

DOT Number: FTA-MA-90-7001-94-1 

NTIS Number: PB94-161973 

Available: http://www.transit-safety.dot.gov
Title: Transit Security Handbook 

Author(s): Annabelle Boyd and James Caton

Year: 1998

Sponsoring Agency: Federal Transit Administration (FTA)

Volpe Report #: DOT-VNTSC-FTA-98-03 

DOT Number: FTA-MA-90-9007-98-1 

NTIS Number: PB98-157761 

Available: http://www.transit-safety.dot.gov
Title: Critical Incident Management Guidelines
Authors: Annabelle Boyd and James Caton

Year: 1998

Sponsoring Agency: Federal Transit Administration (FTA)

Volpe Report #: DOT-VNTSC-FTA-98-05 

DOT Number: FTA-MA-26-7009-98-1 

Available: http://www.transit-safety.dot.gov
Title: Transit Security Procedures Guide 

Author(s): John Balog and Anne Schwarz

Year: 1996 

Sponsoring Agency: Federal Transit Administration (FTA) 

Volpe Report #: DOT-VNTSC-FTA-94-08 

DOT Number: FTA-MA-90-7001-94-2 9

Available: http://www.transit-safety.dot.gov
Title: Emergency Preparedness for Transit Terrorism
Authors: Annabelle Boyd and John P. Sullivan 

Year: 1997

Sponsoring Agency: Transportation Research Board

Report Number Transit Cooperative Research Program Synthesis Number 27

Web site: http://nationalacademies.org/trb/publications/tcrp/tsyn27.pdf
Title: Perspectives on Transit Security in the 1990s: Strategies for Success 

Author(s): Annabelle Boyd and Patricia Maier 

Year: 1996 

Sponsoring Agency: Federal Transit Administration (FTA) 

Volpe Report #: DOT-VNTSC-FTA-96-02 

DOT Number: FTA-MA-90-7006-96-01 

NTIS Number: PB96-185871 

Available: http://www.transit-safety.dot.gov
Title: Transit Security in the 90's 

Author(s): Kathryn Powell and Annabelle Boyd

Year: 1996 

Sponsoring Agency: Federal Transit Administration (FTA) 

Keywords:Local transit-Security measures 

Volpe Report #: DOT-VNTSC-FTA-96-11 

DOT Number:FTA-MA-26-9009-97-01 

NTIS Number:PB97-146989 

Available: http://www.transit-safety.dot.gov
Title: Protecting Surface Transportation Systems and Patrons from Terrorist Activities – Volume One
Author: Brian Michael Jenkins 

Year: January 1997 

Sponsoring Agency: San Jose University, Mineta International Institute for Surface Transportation Policy Studies 

Report Number: IISTPS 97-4

Full text available at: http://www.transweb.sjsu.edu/publications/terrorism/Protect.htm 

Title: Protecting Surface Transportation Systems Against Terrorism and Serious Crime – 2001 Update
Author: Brian Michael Jenkins 

Year: October 2001

Sponsoring Agency: San Jose University, Mineta International Institute for Surface Transportation Policy Studies 

Report Number: IISTPS 01-7

Full text available at: http://www.transweb.sjsu.edu/publications/terrorism/Protect.htm
Title: Improving Transit Security 

Authors: Jerome A. Needle and Renee M. Cobb, J.D, 

Year: 1997

Sponsoring Agency: Transportation Research Board

Report Number Transit Cooperative Research Program Synthesis Number 21

Web site: http://nationalacademies.org/trb/publications/tcrp/tsyn21.pdf 

Ohio State Contacts

Ohio Emergency Management Agency 

Operations Group:

Contact: Jack Bossert (614) 889-7178 or jbossert@dps.state.oh.us
Nancy Dragani (614) 889-7161

Training Branch:

Jim Dwertman 614-799-3692

Lorie Haukedahl 614-889-7168

Emergency Management Association of Ohio

The Emergency Management Association of Ohio provides emergency management policies, viewpoints, and guidance for Ohio emergency management organizations throughout the State.

CONTACT:
Annette Petranic, President

Telephone:   
(330) 643-2558

Address:       
37 West Broad St., Suite 650

                      
Columbus, Ohio 43215-4132

Email:
          
apetranic@exec.summitoh.net

Ohio Department of Health

Disaster Preparedness & Response  

246 North High Street  

P.O. Box 118  

Columbus, OH 43216-0118

Telephone: (614) 466-5599

Fax: (614) 644-7740 

Email:  BEH@gw.odh.state.oh.us
Ohio Environmental Protection Agency
Division of Emergency and Remedial Response:

General Information: Phone: 614-644-2924 or FAX:614-644-3146

Program Contact: Tim Hickin; Phone: 614-644-3196

State Emergency Response Commission  & Local Emergency Planning Committees

General Information: Phone: (614) 644-2260

Program Contact: Jeff Beattie; Phone: 614-644-2269 




Develop a System Security and Emergency Preparedness Plan (SSEP Plan). This Plan is the basic tool used by the transit organization to develop an effective security and emergency management program, integrated into the agency’s Vehicle Accident Prevention program and emergency policies, and the agency’s acquisition and procurement process.  This Plan also promotes coordination with local public safety personnel and emergency responders, emphasizing drills and exercises. The Office of Transit has guidelines and an SSEP Plan template.








Conduct a tabletop exercise with your coordination program partners and local law enforcement. Address a situation in which your vehicles and operators may be called upon to support evacuation or emergency operations.








The Office for Domestic Preparedness, Office of Justice Programs, Department of Justice � HYPERLINK "http://www.ojp.usdoj.gov" ��www.ojp.usdoj.gov�




















Conduct a luncheon or meeting with local law enforcement and emergency responders to re-establish connections and discuss transit issues. 








The International Association of Chiefs of Police (IACP)


� HYPERLINK "http://www.theiacp.org" ��www.theiacp.org�


 











The Terrorism Research Center, 


� HYPERLINK "http://www.terrorism.com" ��www.terrorism.com�





 











Ohio Department of Transportation, 


Office of Transit


� HYPERLINK "http://www.dot.state.oh.gov/ptrans" ��www.dot.state.oh.us/ptrans�




















The International Association of Fire Chiefs


� HYPERLINK "http://www.theiacp.org" ��www.iafc.org�


 











Federal Transit Administration,


Office of Safety and Security


� HYPERLINK "http://www.fta.dot.gov" ��www.fta.dot.gov�


(click on “Safety and Security”)





Federal Emergency Management Agency 


� HYPERLINK "http://www.fta.dot.gov" ��www.fema.gov�








EmergencyNet News and Training


� HYPERLINK "http://www.emergency.com" ��www.emergency.com�








American Society for Industrial Security, Security Management Magazine


� HYPERLINK "http://www.securitymanagement.com" ��www.securitymanagement.com�








Community Transportation Association of America


� HYPERLINK "http://www.ctaa.org" ��www.ctaa.org�








Transportation Safety Institute


� HYPERLINK "http://www.tsi.dot.gov" ��www.tsi.dot.gov�








Federal Highway Administration


� HYPERLINK "http://www.fhwa.dot.gov" ��www.fhwa.dot.gov�








National Emergency Managers Association


� HYPERLINK "http://www.nemaweb.org" ��www.nemaweb.org�








National Fire Protection Association


� HYPERLINK "http://www.nfpa.org" ��www.nfpa.org�








Ohio EMA Training Branch:


614-799-3692





Ohio Department of Public Safety, Ohio Emergency Management Agency


� HYPERLINK "http://www.dps.state.oh.us" ��www.dps.state.oh.us�























American Public Transportation Association


� HYPERLINK "http://www.apta.com" ��www.apta.com�
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