Reference Documents

The following are resources used to develop the policies and procedures documented in this SSEP Program Plan:

Title: Transit System Security Program Planning Guide 

Author(s): John Balog and Anne Schwarz

Year: 1994 

Sponsoring Agency: Federal Transit Administration (FTA) 

Volpe Report #: DOT-VNTSC-FTA-94-01 

DOT Number: FTA-MA-90-7001-94-1 

NTIS Number: PB94-161973 

Available: http://www.transit-safety.dot.gov 

Title: Transit Security Handbook 

Author(s): Annabelle Boyd and James Caton

Year: 1998

Sponsoring Agency: Federal Transit Administration (FTA)

Volpe Report #: DOT-VNTSC-FTA-98-03 

DOT Number: FTA-MA-90-9007-98-1 

NTIS Number: PB98-157761 

Available: http://www.transit-safety.dot.gov
Title: Critical Incident Management Guidelines
Authors: Annabelle Boyd and James Caton

Year: 1998

Sponsoring Agency: Federal Transit Administration (FTA)

Volpe Report #: DOT-VNTSC-FTA-98-05 

DOT Number: FTA-MA-26-7009-98-1 

Available: http://www.transit-safety.dot.gov
Title: Transit Security Procedures Guide 

Author(s): John Balog and Anne Schwarz

Year: 1996 

Sponsoring Agency: Federal Transit Administration (FTA) 

Volpe Report #: DOT-VNTSC-FTA-94-08 

DOT Number: FTA-MA-90-7001-94-2 9

Available: http://www.transit-safety.dot.gov
Title: Emergency Preparedness for Transit Terrorism
Authors: Annabelle Boyd and John P. Sullivan 

Year: 1997

Sponsoring Agency: Transportation Research Board

Report Number Transit Cooperative Research Program Synthesis Number 27

Web site: http://nationalacademies.org/trb/publications/tcrp/tsyn27.pdf
Title: Perspectives on Transit Security in the 1990s: Strategies for Success 

Author(s): Annabelle Boyd and Patricia Maier 

Year: 1996 

Sponsoring Agency: Federal Transit Administration (FTA) 

Volpe Report #: DOT-VNTSC-FTA-96-02 

DOT Number: FTA-MA-90-7006-96-01 

NTIS Number: PB96-185871 

Available: http://www.transit-safety.dot.gov
Title: Transit Security in the 90's 

Author(s): Kathryn Powell and Annabelle Boyd

Year: 1996 

Sponsoring Agency: Federal Transit Administration (FTA) 

Keywords: Local transit-Security measures 

Volpe Report #: DOT-VNTSC-FTA-96-11 

DOT Number: FTA-MA-26-9009-97-01 

NTIS Number: PB97-146989 

Available: http://www.transit-safety.dot.gov
Title: Protecting Surface Transportation Systems and Patrons from Terrorist Activities – Volume One
Author: Brian Michael Jenkins 

Year: January 1997 

Sponsoring Agency: San Jose University, Mineta International Institute for Surface Transportation Policy Studies 

Report Number: IISTPS 97-4

Full text available at: http://www.transweb.sjsu.edu/publications/terrorism/Protect.htm 

Title: Protecting Surface Transportation Systems Against Terrorism and Serious Crime – 2001 Update
Author: Brian Michael Jenkins 

Year: October 2001

Sponsoring Agency: San Jose University, Mineta International Institute for Surface Transportation Policy Studies 

Report Number: IISTPS 01-7

Full text available at: http://www.transweb.sjsu.edu/publications/terrorism/Protect.htm
Title: Improving Transit Security 

Authors: Jerome A. Needle and Renee M. Cobb, J.D, 

Year: 1997

Sponsoring Agency: Transportation Research Board

Report Number Transit Cooperative Research Program Synthesis Number 21

Web site: http://nationalacademies.org/trb/publications/tcrp/tsyn21.pdf
Glossary of Terms

Accident - Any event or occurrence that involves a collision between the light rail vehicle and rail equipment, motor vehicle, derailment, explosion fire or other loss-causing event during operations (other than yard operation) that results in a fatality or severe injury or the emergency evacuation of persons.

Americans with Disabilities Act of 1990 – Civil rights law passed by Congress in 1990 which makes it illegal to discriminate against people with disabilities in employment, services provided by state and local governments, public and private transportation, public accommodations, and telecommunications.

Downtime – A period in which a vehicle is inoperative because of repairs or maintenance.
Emergency – A situation which is life threatening to passengers, employers, or other interested citizens or which causes damage to any transit vehicle or facility or results in the significant loss of services and reduces the ability of the system to fulfill its mission.

Federal Transit Administration (FTA) – The agency of the U.S. Department of Transportation which administers the federal program of financial assistance to public transit.
Hazardous Condition – An immediate condition that could cause an accident involving personal injuries or death. 

Hazard Severity

· Catastrophic - A hazard severity category defined as “Category I” failure condition that could result in a large number of serious injuries and/or fatalities, and/or significant loss of system capability.

· Critical -  A hazard severity category defined as “Category II” failure condition that could result in severe injury to one or more persons, and/or significant system damage.

· Marginal - A hazard severity category defined as "Category III”, failure conditions that could result in minor injury, minor occupational illness, or minor system damage.

· Negligible - A  hazard severity category defined as "Category IV” failure conditions that cause less than minor injuries, illness, or system damage.

Hazard threat Probability – The probability a hazard or threat will occur during the HBLR's life. Probability may be expressed in quantitative or qualitative terms and the ranking system is as follows: (a) frequent, (b) probably, (c) occasional, (d) remote, (e) improbable, and (f) impossible

Hazard Resolution – The analysis and subsequent actions taken to reduce, to the lowest level practical, the risk associated with an identified hazard.

Headway – Time interval between vehicles moving in the same direction on a particular route.

Incident – An unforeseen event or occurrence that does not necessarily result in death, injury, or significant property damage but may result in a minor loss of revenue.
Injury – injury to a person requiring medical attention necessitating transport to a medical facility by ambulance or police vehicle for medical treatment.

Management Loss Control – An element of the system safety and security management function that evaluates the  effects of potential hazards/threats considering acceptance, control, or elimination with respect to the expenditure of available resources.    .

Mean Distance Between Failures (MDBF) – The average distance in miles that a transit vehicle travels before failure occurs.

Mean Time Between Failure (MTBF) – The average time in hours that a transit vehicle travels before failure occurs.

Off-Peak Period – The period between the morning and evening peak periods when travel activity is generally lover and less transit service is scheduled.

Park and Ride Lot – Designated parking areas for automobile drivers who then board transit vehicles from these locations.
Peak Period – Morning and afternoon time periods when transit riding is heaviest.
Procedures – Established and documented methods to perform a series of tasks.
Public Transit System – An organization that provides transportation services owned, operated, or subsidized by any municipality, county, regional authority, state, or other governmental agency, including those operated or managed by a private management firm under contract to the government agency owner.

Redundancy – The existence of more than one means of accomplishing a given function.
Ridership – The number of rides taken by people using a public transportation system in a given time period.
Risk Assessment –

-
Initial Risk Index – The index of the worst credible consequences resulting from the hazard. 

-
Residual Risk Index – The index of the worst credible consequences resulting from the hazard once corrective actions have been implemented. 

Safety – Freedom form danger.
Security – Freedom from intentional danger.
Security Breach – An unforeseen event or occurrence which endangers life or property and may result in the loss of services or system equipment.

Security Threat – Any source that may result in a security breach, such as a vandal or disgruntled employee; or an activity, such as an assault, intrusion, fire, etc.
System – A composite of people (employees, passengers, others), property (facilities and equipment), environment (physical, social, institutional), and procedures (standard operating, emergency operating, and training) which are integrated to perform a specific operational function in a specific environment.

Safety Certification – An element of the System Safety Program that documents the functional working of the System Safety Program, and provides a documented database from which to validate the active processes necessary to produce a safe system, ready for revenue service.  Used primarily on new systems and expansions of operational properties.

Safety Verification – An activity of safety certification.  The 21st Century Rail Corporation certifies the system as safe, to the New Jersey Transit.

System Safety – The application of operating, technical, and management techniques and principles to the safety aspects of a system throughout its life to reduce hazards to the lowest practical level through the most effective use of available resources.

System Security – The application of operating, technical, and management techniques and principles to the security aspects of a system throughout its life to reduce threats and vulnerabilities to the most practical level through the most effective use of available resources.
Systems Security Management – An element of management that defines system security requirements and ensures the planning, implementation, and accomplishment of system security tasks and activities.

System Security Program – The combined tasks and activities of system security management and system security analysis that enhance operational effectiveness by satisfying the security requirements in a timely and cost-effective manner through all phases of a system life cycle.
Threat – Any real or potential condition that can cause injury or death to passengers or employees of damage to or loss of transit equipment, property, and/or facilities.

Threat Analysis – A systematic analysis of a system operation performed to identify threats and make recommendations for their elimination or mitigation during all revenue and non-revenue operations.

Threat Index – A quantitative measure interfacing the numerical probability of a threat with the severity of the threat.
Threat Resolution – The analysis and subsequent action taken to reduce the risks associated with an identified threat to the lowest practical level. 
Unacceptable Hazardous Condition – A hazardous condition determined to be an unacceptable hazardous condition using the APTA Guidelines’ Hazard Resolution Matrix. 

Unsafe Condition or Act – Any condition or act which endangers life or property.

Vulnerability – Characteristics of passengers, employees, vehicles, and/or facilities which increase the probability of a security breach.

