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5 Reducing Threat and Vulnerability

Threat and vulnerability assessment provides an analytical process to consider the likelihood that a specific threat will endanger the system.  Using the results of the capabilities assessment (discussed in Section 4 of this Guide), the threat and vulnerability analysis can also identify activities to be performed to reduce risk of an attack and mitigate its consequences.

These assessments typically use a combination of quantitative and qualitative techniques to identify security requirements, including historical analysis of past events, intelligence assessments, physical surveys, and expert evaluation.  When the risk of hostile acts is greater, these analysis methods may draw more heavily upon information from intelligence and law enforcement agencies regarding the capabilities and intentions of the aggressors.  For example, recent experience with anthrax-tainted mail resulted in nation-wide dissemination of procedural changes for managing packages and letters, reflecting intelligence from the FBI and recommended practice from the Centers for Disease Control (CDC).

Effective threat and vulnerability assessments typically include five elements: 

· asset analysis;
· target or threat identification;
· vulnerability assessment;
· consequence analysis (scenarios); and
· countermeasure recommendation.

These elements and their inter-relationships are presented graphically in Figure 15.

Asset Analysis

In security terms, assets are broadly defined as people, information, and property.  In public transportation, the people include passengers, employees, visitors, contractors, vendors, nearby community members, and others who come into contact with system.  Information includes operating and maintenance procedures, vehicle control and power systems, employee information, computer network configurations and passwords, and other proprietary information.  The range of property that a security effort might wish to protect is presented in Table 7.

In reviewing assets, the transportation system should prioritize which among them has the greatest consequences for people and the ability of the system to sustain service. These assets may require higher or special protection from an attack. In making this determination, the system may wish to consider:
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Figure 15: Threat and Vulnerability Process

	Table 7: Transportation Assets

	· Passenger stations, stops and shelters

· Tenant facilities in passenger stations

· Passenger vehicles
· Structures (underground, at-grade and elevated)

· Passenger parking lots

· Vehicle control systems

· Communications systems

· Heavy maintenance facilities

· Service and inspection facilities

· Maintenance vehicles and equipment

· Backup power systems

· Fuel farms and generators 

· Alternative fuel storage facilities

	· Switches, signals and interlockings

· Grade crossings and automatic warning devices (gates, bells, flashers, and signs)

· Electrification Systems (3rd rail, overhead catenaries)

· Operations control centers

· Revenue collection facilities

· Vehicle storage facilities

· Wayside support and maintenance facilities

· Ancillary facilities and storage

· Employee parking lots

· Administrative facilities

· Transportation police/security facilities and communications systems


· the value of the asset, including current and replacement value;

· the value of the asset to a potential adversary;

· where the asset is located;

· how, when, and by whom an asset is accessed and used; and

· what is the impact, if these assets are lost, on passengers, employees, public safety organizations, the general public and the public transportation operation?

Based on current intelligence, the FBI urges transportation systems serving communities with the following characteristics to consider themselves at a higher level of risk:

· availability of targets with symbolic meaning for the US government or the national culture and way of life;

· availability of targets with precursor elements for major destruction (chemical, nuclear, or radiological material);

· availability of targets whose destruction would provide the potential terrorist element (PTE) with visibility and prestige;

· availability of targets with the potential to significantly impact not only a single community, but also a state and the nation;

· availability of high-value targets (e.g., high replacement costs, high commercial impacts of delay and destruction, high loss on U.S. economy);

· availability of major targets that provide relative ease of access (for ingress and egress with equipment and personnel required for attack); and

· availability of targets that would produce mass casualties (in excess of 500 persons).

In a cooperative partnership with state and local law enforcement, the FBI has requested completion of vulnerability self-assessments, emphasizing the above characteristics for each community.  Appendix B contains the full vulnerability self-assessment supplied by the FBI, which is also included on the Guide CD-ROM.

Using this worksheet, transportation systems can identify which assets in their operations would produce the greatest losses to the system and the community.  Based on the results of this assessment, the transportation organization may wish to share a copy with local law enforcement or to include a representative from law enforcement in the assessment process, to support their understanding of the transportation function and role in the community.

Threats, Vulnerabilities, and Consequences

Information regarding threats, vulnerabilities, and consequences is presented below.

Threats

A threat is any action with the potential to cause harm in the form of death, injury, destruction, disclosure, interruption of operations, or denial of services.  System facility threats include a number of hostile actions that can be perpetrated by criminals, disgruntled employees, terrorists, and others.

Threat analysis defines the level or degree of the threats against a facility by evaluating the intent, motivation, and possible tactics of those who may carry them out.  The process involves gathering historical data about hostile events and evaluating which information is relevant in assessing the threats against the facility.  Some of the questions to be answered in a threat analysis are displayed below.

· What factors about the system invite potential hostility?

· How conspicuous is the transportation facility or vehicle?

· What political event(s) may generate new hostilities?

· Have facilities like this been targets in the past?

Possible methods of carrying out hostile actions in the transportation environment are depicted in Table 8.  Historical examples are provided for reference and consideration, as well as the types of weapons typically used in these attacks.

Vulnerabilities

A vulnerability is anything that can be taken advantage of to carry out a threat.  This includes vulnerabilities in the design and construction of a facility, in its technological systems, and in the way a facility is operated (e.g., security procedures and practices or administrative and management controls).  Vulnerability analysis identifies specific weaknesses with respect to how they may invite and permit a threat to be accomplished.

	Table 8: Threats from Terrorism

	Type of Attack
	Historical Example
	Type of Weapons

	Explosive and Incendiary

Devices


	1995 GIA bombing of Paris Metro
	Planted Devices

	
	HAMAS suicide bombs on Israeli buses (on-going)
	Suicide Bombs

	
	1998 bombings of U.S. embassies in Tanzania and Kenya
	Vehicle Bomb

	
	2001 World Trade Center;

1990s abortion clinic bombings in GA;

1995 Oklahoma City Bombing
	Proximity Bombs;

Incendiary Deices; Secondary Devices

	Exterior Attacks
	2001 militant assaults on Indian-held mosques in Kashmir
	Rocks and Clubs;

Improvised Devices;

Molotov cocktails

	Stand-off Attacks
	Tamil Tiger’s July 2001 mortar attack & bombing of Sri Lanka’s National Airport
	Anti-tank rockets;

Mortars

	Ballistics Attacks
	Long Island Railroad Shootings; Columbine High School
	Pistols;

Handguns; 

Submachine guns;

Shotguns

	Networked/

Inside Access:

- Forced Entry

- Covert Entry

- Insider 

  Compromise

- Visual 

  Surveillance

- Acoustic/  

  Electronic

  Surveillance


	Amtrak Sunset Limited derailment

1996 Tupac Amaru Revolutionary Movement taking of Japanese Ambassador’s resident and 500 guests in Peru (access through disguise as waiters at the party)
	Hand, power and thermal tools;

Explosives

	
	
	False credentials;

Stolen uniforms and identification badges

	
	
	False pretenses, cell operations

	
	
	Binoculars;

Photographic Devices

	
	
	Listening Devices;

Electronic-emanation surveillance equip.

	Cyber Attack
	Code Red Worm (2002)
	Worms, Viruses, Denial of Service Programs

	Chemical, Biological, Radiological, & Nuclear (CBRN) Agent Release
	1995 Aum Shinrikyo Sarin Gas Release in Tokyo Subway
	Chemical, biological, or radiological or nuclear aerosolized


Vulnerabilities are commonly prioritized through the creation of scenarios that pair identified assets and threats. Using these scenarios, transportation agencies can evaluate the effectiveness of their current policies, procedures, and physical protection capabilities to address consequences.

Scenario Analysis 

Scenario analysis requires an interpretive methodology that encourages role-playing by transportation personnel, emergency responders, and contractors to brainstorm ways to attack the system.  By matching threats to critical assets, transportation personnel can identify the capabilities required to support specific types of attacks.  This activity promotes awareness and highlights those activities that can be preformed to recognize, prevent, and mitigate the consequences of attacks.

The FBI recommends that transportation systems focus on the top 10% of identified critical assets (at a minimum).  Using these assets, transportation personnel should investigate the most likely threats, considering the range of attack objectives and methods that may be used (such as disruption of traffic, destruction of bridge or roadway, airborne contamination, hazardous materials accident, and threat or attack with explosives intended to disrupt or destroy).  The system should also consider the range of perpetrators, such as political terrorists, radicals, right-wing extremists, disgruntled employees, disturbed copycats, and others.

When conducting the scenario analysis, the system may choose to create chronological scenarios (event horizons) that emphasize the worst credible scenario as opposed to the worse case scenario.  Experienced transportation personnel, who have participated in transportation war-gaming, recommend the investigation of worst-case scenarios.  Results from this analysis are far more likely to produce recommendations appropriate for the size and operation of the system.  Based on this type of assessment, as indicated in Tables 9 and 10, the transportation system may determine certain scenarios as relevant to bus and rail service.
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	Table 9: Relevant Bus Scenarios

	Bus Assets
	Most Probable Threats

	Bus stations and/or terminals
	· High-yield vehicle bomb near station

· Lower-yield explosive device in station

· Armed hijacking, hostage, or barricade situation in station

· Chemical, biological, and nuclear release in station

· Secondary explosive device directed at emergency responders

	Bus vehicles
	· Explosives placed on or under bus

· Improvised explosive device (pipe or fire bomb) on bus

· Chemical, biological, or nuclear release on bus

· Armed assault, hostage, or barricade situation on bus

· Secondary explosive device directed at emergency responders

	Fuel storage facilities
	· Explosives detonated in or near fuel facilities

	Command Control Center
	· Physical or information attack dispatch system

· Armed assault, hostage, or barricade situation

· Explosive device near or in Operations Control Center

· Sabotage of vehicles or maintenance facility


	Table 10: Relevant Rail Scenarios

	Rail Assets
	Most Probable Threats

	Stations
	· High-yield vehicle bomb near stations

· Lower-yield explosive device in station 

· Armed hijacking, hostage, or barricade situation in station

· Chemical, biological, and nuclear release in station

· Secondary explosive device directed at emergency responders

	Track/signal 
	· Explosive detonated on track

· Chemical, biological, nuclear release on track

· Signal and/or rail tampering

	Rail cars
	· Explosives placed on or under rail car

· Improvised explosive device (pipe/fire bomb) on rail car 

· Chemical, biological, nuclear release on rail car

· Armed assault, hostage, or barricade situation on rail car

· Secondary explosive device directed at emergency responders

	Power substations
	· Explosive detonated in or near substation

	Command Control Centers
	· Physical or information attack on train control system

· Physical or information attack dispatch system

· Armed assault, hostage, or barricade situation

· Explosive device near or in Center

· Sabotage of train control system


Consequences 

For each scenario, the transportation system should attempt to identify the costs and impacts using a standard risk level matrix, which supports the organization of consequences into categories of high, serious, and low.  Consequences are assessed both in terms of severity of impact and probability of loss for a given threat scenario, as presented in Figure 16.
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Figure 16: Scenario Evaluation Criteria

Scenarios with vulnerabilities identified as high may require further investigation.  Scenario-based analysis is not an exact science but rather an illustrative tool demonstrating potential consequences associated with low-probability to high-impact events.  To determine the system’s actual need for additional countermeasures, and to provide the rationale for allocating resources to these countermeasures, the system should use the scenarios to pinpoint the vulnerable elements of the critical assets and make evaluations concerning the adequacy of current levels of protection.  Examples of vulnerabilities that may be identified from scenario-based analysis include the following:

· accessibility of surrounding terrain and adjacent structures to unauthorized access (both human and vehicular);

· site layout and elements, including perimeter and parking that discourage access control, support forced or covert entry, and support strategic placement of explosives for maximum damage;

· location and access to incoming utilities (easy access for offenders);

· building construction with respect to blast resistance (tendency toward progressive collapse, fragmentation, or no redundancy in load bearing);

· sufficiency of lighting, locking controls, access controls, alarm systems, and venting systems to support facility control; and

· information technology (IT) and network ease-of-penetration.

Prioritized Listing of Vulnerabilities 

At the conclusion of the scenario-based analysis, the transportation system should have assembled a list of prioritized vulnerabilities for its top 10% critical assets.  Typically, these vulnerabilities may be organized into the following categories:

· lack of planning;

· lack of coordination with local emergency responders;

· lack of training and exercising; and

· lack of physical security (access control, surveillance; blast mitigation, or chemical, biological, or radioactive agent protection).

These vulnerabilities should be documented in a confidential report or memorandum for the system’s executive director.

Developing Countermeasures

Based on the results of the scenario analysis, the system can identify countermeasures to reduce vulnerabilities.  Effective countermeasures typically integrate mutually supporting elements.

· Physical protective measures designed to reduce system asset vulnerability to explosives, ballistics attacks, cyber attacks, and the release of chemical, biological, radiological, or nuclear (CBRN) agents.

· Procedural security measures, including procedures to detect and mitigate an act of terrorism or extreme violence and those employed in response to an incident that does occur.

In identifying these measures, the system should be able to answer the following questions.

· What different countermeasures are available to protect an asset?

· What is the varying cost or effectiveness of alternative measures?

In many cases, there is a point beyond which adding countermeasures will raise costs without appreciably enhancing the protection afforded.

Rings of Protection 

As illustrated in Figure 17, security tends to emphasize rings of protection, meaning that the most important or most vulnerable assets should be placed in the center of concentric levels of increasingly stringent security measures.  For example, a transportation system’s control center should not be placed right next to the building’s reception area, rather, it should be located deeper within the building so that, to reach the control center, an intruder would have to penetrate numerous rings of protection, such as a fence at the property line, a locked exterior door, an alert receptionist, an elevator with key-controlled floor buttons, and a locked door to the control room.

Other prevention strategies involve cooperation with law enforcement agencies, security staff in other systems, and industry associations in order to share threat information.  It is useful to know whether other transportation systems in an area have experienced threats, stolen uniforms or keys, or a particular type of criminal activity, in order to implement appropriate security measures.  Table 11 provides a sample list of typical countermeasures from threat and vulnerability assessments.

In the assessment, the team may consider both passive and active strategies for identifying, managing, and resolving threats to the system’s operation.  Team members should provide appropriate expertise in both these strategies.

Passive strategies include all security and emergency response planning activity, outreach with local law enforcement, training, evacuation and business continuity and recovery plans, employee awareness, public information, and passenger training.  Passive responses also include security design strategies, supported by crime prevention through environmental design (CPTED) and situational crime prevention (SCP) methods, such as landscaping, lighting, and physical barriers (planters or bollards).

Active strategies include security technology, such electronic access control, intrusion detection, closed circuit TV, digital recorders, emergency communications systems, and chemical agent or portable explosives detectors.  Active systems also include personnel deployment.  It is important to consider the entire lifecycle cost when evaluating security solutions.  Technology options may require a substantial one-time investment, supported by fractional annual allocations for maintenance and vendor support contracts.  Personnel solutions are generally more expensive.  Figure 18 depicts active strategies in use on bus vehicles around the country.
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Figure 17: Sample Rings of Protection

	Table 11: Public Transportation Countermeasures

	COUNTERMEASURES
	Planning
	Coordination with Local Responders
	Training and Exercising
	Access Control
	Surveillance
	Blast Mitigation
	WMD Agent Protection

	
	
	
	
	Physical Security

	
	
	
	
	
	
	
	

	Identifying Unusual or Out-of-Place Activity
	X
	
	X
	X
	X
	
	X

	Security Screening and Inspection Procedures
	X
	X
	X
	
	X
	X
	X

	Enhancing Access Control for Stations/Vehicles
	X
	X
	X
	X
	X
	X
	

	Securing Perimeters for Non-revenue Areas
	X
	
	
	X
	X
	
	

	Denying Access to Authorized-only Areas 
	X
	
	X
	X
	X
	
	

	Securing Vulnerable Areas (target hardening)
	X
	
	
	X
	X
	X
	

	Removing Obstacles to Clear Line-of-Sight
	X
	
	
	X
	X
	
	

	Protecting Parking Lots
	X
	
	
	X
	X
	
	

	Enhanced Access Control for Control Center
	X
	
	
	X
	X
	
	

	Securing Critical Functions and Back-ups
	X
	
	
	X
	X
	
	

	Promoting Visibility of Uniformed Staff
	X
	
	
	X
	X
	
	

	Removing Spaces that Permit Concealment
	X
	
	
	X
	X
	
	X

	Reinforcing Natural Surveillance
	X
	
	
	X
	X
	
	

	Procedures for Vehicle and Station Evacuations
	X
	X
	X
	
	
	X
	X

	Coordination with Community Planning Efforts
	X
	X
	X
	
	
	
	X

	Backing up Critical Computer Systems
	X
	
	X
	
	
	
	

	Revising Lost-and-Found Policies
	X
	
	X
	
	
	
	X

	Securing Tunnels and Elevated Structures
	X
	
	X
	X
	X
	X
	X

	Elevating/securing Fresh Air Intakes
	X
	
	
	X
	
	
	X

	Protecting Incoming Utilities
	X
	
	
	X
	X
	X
	X

	Establishing Mail-handling Procedures
	X
	
	X
	
	X
	
	X

	Identifying Appropriate Personal Protective Equipment and Training
	X
	X
	X
	
	
	
	X

	Preparing Response Folders and Notebooks for Facilities and Vehicles
	X
	X
	X
	
	X
	X
	X

	Familiarization Training for Local Emergency Response Agencies
	X
	X
	
	
	
	
	X

	Planning for Scene Management and Emergency Response
	X
	X
	
	
	
	X
	X
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Figure 18: Active Security Strategies for Bus Vehicles
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