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Release of Security Critical and Sensitive Information to the Public

Publicly available information can appear in many forms, including annual reports, media releases, brochures and other promotional materials; Internet web sites and on-line documents; procurements and bid packages; automated or personally-conveyed information; and public records.

The term “security critical” information refers to any information that would allow a malicious actor to select or gain information about a target without the need to physically access it.  The following questions will assist security professionals in reviewing sensitive information that has been, or could be, made publicly accessible.

· Has the information been cleared and authorized for public release?

· What impact could the information have if it was inadvertently transferred to an unintended audience?

· Does the information provide details concerning security procedures and capabilities?

· Does the information contain personnel information such as biographical data, addresses, etc.?

· How could someone intent on causing harm misuse the information?

· What instructions should be given to legitimate custodians of sensitive information with regard to disseminating the information to other parties, such as contractors?

· Could this information be dangerous if it were used in conjunction with other publicly available information?

· Could someone use the information to target personnel, facilities, or operations? 

· Could the same or similar information be found elsewhere? 

· Does the information increase the attractiveness of a target? 

Knowledge concerning the threat environment will assist transportation operators in deciding on the level of vigilance with which they review sensitive information.  Risk from the public availability of sensitive information comes from both determined and opportunistic threats.

The Table below identifies generic categories of sensitive information that, if released to the public domain, could place transportation elements at greater risk from determined threats.  Transportation operators are encouraged to use these categories when evaluating the dissemination of potentially sensitive information.

	Categories of Potentially Sensitive Information

	TYPE OF INFORMATION
	EXAMPLES

	
	

	Locations & Functions
	

	Critical assets

	High capacity and redundant assets

	Network topology maps
	Intersections or congestion points

	Exposed or unprotected assets
	Bridge and over-surface assets

	Unmanned assets
	SCADA-controlled assets

	Hazardous materials
	Industrial chemicals or waste storage

	Contingency gathering areas
	Emergency meeting points and stations

	
	

	Assessments
	

	Vulnerability or risk assessments
	Security assessments

	Hypothetical impact assessments
	Environmental impact assessments

	Assessments of drills or exercises
	Contingency scenario debriefings

	Facility limitations
	Natural hazard high-risk limits

	Facility capacities
	Redundant capacities

	Specific location or function ranked data
	Quantitative comparisons of assets

	
	

	Operations
	

	Physical and cyber security plans
	Facility and IT security measures

	Heightened risk operating procedures
	Contingency protection measures

	Hypothetical emergency scenarios
	Operational stoppage scenarios

	Emergency response procedures
	Facility evacuation criteria

	Business continuity plans
	Details concerning shifts in production

	High-risk operating procedures
	Critical processes in production

	Facility designs
	Blueprints and photos

	Operating manuals
	Emergency power-down procedures

	Meeting minutes
	Highlights of recent security concerns

	
	

	Interdependencies
	

	Personnel information
	Addresses, contact information, etc.

	Energy sources
	Regular or backup energy sources

	Communications assets and procedures
	Repeating stations and radio protocols

	Transportation methods
	Routes use for hazmat transportation

	Key suppliers
	Safety equipment manufacturers

	Key clients
	Potential targets for disruption


The challenge of managing potentially security critical documents is, in part, the challenge of determining which documents need to be treated carefully and what level of treatment they require. To assist transit agencies in making these determinations, three main categories of identifying questions are listed. Taken together, these questions are intended to help guide agency decisions about the management of design and engineering documents. As described here, these questions – which point to issues of document content, document use, and document form – allow transit agencies to assess the relative vulnerabilities of different types of design documents and, thus, to make informed decisions about document management and control.

Document Content

Questions about document content are questions about the material covered and the ease with which it could be understood and used by a non-expert.  Key considerations include:

· Does the document demand specialized knowledge of architecture, engineering, construction, or transit operations?

· How critical to the core operations of the transit agency are the topics covered in the document?

· Would the information conveyed in the document make it possible to somehow disrupt, disable, or damage the transit system?

· Does the document reveal any particular security vulnerabilities?

· Does the document include information about the security plans or preparations of the transit agency, including information about evacuation or other emergency response capabilities (e.g. the fire suppression system or first-response preparations)?

· Is the information in the document not readily available to the public?

· Would the information in the document make possible a large-scale attack against the transit system, its riders, or the general public?

Document Use

Questions about document use are questions about the ways in which the document is used on a regular basis and the likelihood that its legitimate uses could make it vulnerable to misuse or other misappropriation. Key considerations include the following:
· Is the document currently stored in a secure area or locked cabinet?

· Do many people have access to the document?

· Is the document frequently copied or passed between individuals?

· Does the agency keep track of the number of existing copies of the document and the locations of those copies?

· Are copies of the document regularly distributed outside the agency?

· Is the document distributed only in hard copy or also electronically?

Document Form

Questions about document form are questions about the physical nature of the document and the ease with which it could be misused.  Key issues to be assessed include:

· Is it printed on paper or saved in electronic form?

· Is it a single sheet of paper or a large roll of drawings or blueprints?

· Does it require special software or other devices to be read and understood?

· How easily could the document be copied or otherwise duplicated?

· How easily could the document be hidden or stolen?

The National Industrial Security Program Operating Manual (NISPOM), released in 1995, provides extensive, time-tested procedures for document management. The recommendations endorsed in that document contribute to the questions presented in this briefing.

See the flowchart below for more information on analyzing security needs.
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� This term refers to the data, communications, energy, and operational systems or structures necessary to sustain business continuity.





