CHECKLIST FOR DEVELOPING A TRANSPORTATION SECURITY DEPARTMENT


	ACTIVITIES FOR CREATING A TRANSPORTATION POLICE/SECURITY FUNCTION

	

	1.  CREATE AN AGENCY MISSION STATEMENT

	· The executive that oversees the security efforts within the transportation system is responsible for creating the mission statement 

	· The mission statements from local police agencies can be used to form the foundation of the system’s mission statement 

	· Establishing contact with the local police agencies to inquire of their mission statements will open the channels of communication for future required meetings with all affected jurisdictions

	· The responsible executive will chair a steering committee that will create the mission statement  

	· The steering committee will consists of the operational personnel responsible for security plus members from the finance, legal, and marketing departments

	· A committee of operators must be designated and consulted for input as the mission statement is being created 

	· The mission statement will then be presented to the GM and other executives, adopting any agreed upon changes

	· Once the mission statement is completed the steering committee will create a scope of work for the remaining steps of the needs assessment 

	· The steering committee will also be responsible for the creation of a budget to complete the scope of work for the needs assessment process  

	· The system Board will then be presented with the mission statement and the budget required to complete the needs assessment

	· When the Board has approved the mission statement and the budget the steering committee will proceed with the completing the scope of work

	2.  DEVELOP A CODE OF AUTHORITY

	· The legal department will provide the steering committee with the current system code in support of security/terrorism enforcement efforts 

	· The steering committee, with the help of the legal department, will write new code supporting the system’s mission statement and providing detailed customer and employee conduct and responsibilities 

	· New code must be written providing all system employees with the authority to enforce security and terrorism code

	· The code must include the enforcement authority to all local jurisdictions working with the system regardless of their normal geographic restrictions

	· Agency code must be visually presented on each revenue vehicle so that all system employees and customers can refer to it for support when a violation occurs 

	· The code decals must be placed in the same approximate location on each revenue vehicle for ease in location/reference by both the customers and system personnel

	3.  MEET WITH LOCAL JURISDICTIONS

	· Meeting with the local police agencies can occur upon completion of the mission statement and scope of work.  These meetings should also include the local FBI Joint Terrorism Task Force and all local Police Departments in the metropolitan areas that have designated someone to be on the task force as the system’s liaison with the JTTF.  There must also be coordination with local EMAs or LEPCs for incident/emergency preparedness activities 

	· The steering committee chairman, operations director and the person responsible for security will meet with all of the local police and federal agencies

	· The desire to meet with these local police agencies will have been discussed during previous conversations with them about their mission statements 

	· The initial meetings will include the long range security plan for the system as well as the mission statement

	· Discussions about mutual aid agreements can be initiated at these meetings in relation to the police agencies response to security and terrorism incidents at the transportation system 

	· It is also recommended that a standing Inter-Agency Security Advisory Committee (IASAC) be discussed and developed with all agencies participating

	· The IASAC committee will, over time, become knowledgeable about security and terrorism issues that effect the region they serve (see above comment on coordination)

	· Local jurisdictions will learn that their support of the transportation system can prevent larger and more serious security and terrorism issue for their jurisdictions as well as the region 

	4.  REVIEW CRIME DATA

	· Even if the transportation system has been keeping crime statistics they will want to compare and augment their numbers with those of local police agencies

	· Police agencies have spent years detailing crimes statistic and can provide break- out numbers for the transportation system

	· The crime numbers will be useful to all agencies (police and transportation alike) when developing policies, procedures, and budgets

	· While comparing numbers with local police agencies, the transportation system should establish an agreement and process for regular comparisons and exchange of crime activity

	· The crime statistics will be very useful when determining staffing and deployment of staff for the best impact and results 

	· Initially the system must designate the in-house person responsible for coordinating the crime analysis function.  Some larger agencies use contractors while medium to smaller might want to rely on in-house analysis.  However the collection and analysis of this data will change based on the type of security forced used and must be given to the appropriate personnel once the security decision has been finalized. 

	· The police agencies must log transportation related crime reports such that they can be separated from other crimes thus providing a comparison of crimes on transportation against crime in general

	5.  SURVEY SYSTEM SUPERVISORS  

	· The survey will tell the system what is currently understood by field personnel as to their responsibilities in all situations they are called to 

	· The survey must be given to all personnel that respond to calls from operators or the public including dispatchers or any other call takers such as information operators working with the public on the phones

	· To ease the concern of field supervisors that they may have different levels of performance or understanding of their responsibilities they must be convinced that the survey is to provide a base line from which their training and resources can be initiated


	· The survey must get to the level of detail that provides a clear picture of the actions taken by all personnel as they respond to security and terrorism situations

	· Upon completion of the survey, an analysis must be performed of the information gathered to optimize the performance of all personnel in relation to security and terrorism response

	6.  ASSESS SUPERVISOR’S ROLE

	· A review of the past training that has been provided to all field supervisors must occur

	· Before a training program can be designed all supervisory personnel, including dispatchers, must be surveyed to determine their current level of comfort and proficiency in handling security or terrorism situations

	· The survey can be based on security or terrorism situations that the field supervisors have encountered that they have had difficulty handling    

	· The survey will reveal if the training that has been provided supports the functions required (or those being added) to respond to security or terrorism issues 

	· Based on the results of the survey a training program can be designed that provides the tools and confidence necessary for all support staff to know how to respond to future situations

	· Annual certification training of field support staff should occur so that the desired level of proficiency is maintained

	7.  EXPECTATIONS OF OPERATORS

	· The system operators will provide the initial response to any security or terrorism situation that occurs on or near their vehicle

	· The operators primarily function is to be the eyes and ears of the system providing details for the supervisor or officer when they arrive

	· When properly trained and supported by clear and common sense based policies the operators can resolve most situations without having to tie up the bus waiting for support personnel to arrive

	· If operators are asked to make the initial investigation of suspicious packages or to attempt to resolve passenger issues they must be trained and provided an opportunity to practice 

	· Operators must provide detailed reports regarding any incident that occurs on or near their vehicle

	· Follow up with each operator that submits a security or terrorism incident report is critical to create the atmosphere of management backing for their efforts

	· A debriefing should occur with operators, supervisors, and management with each security or terrorism incident that fits a criteria that is determined by the steering committee

	· The purpose of the debriefing is to insure that procedures and policies were followed by all system staff involved and to retrain or reinstruct if necessary, not to fix blame or discipline

	8.  DECIDING ON THE TYPE AND SIZE OF THE SECURITY FORCE   

	· After all the inputs have been gathered up to this point the internal steering committee will meet with the IASAC committee to discuss the viable options for the type and size of the security and terrorism presence the system should pursue.

	· The recommendations or options, once agreed on with the general manager, will be taken to the board or council for approval.  

	· The budget for the effort must be developed and the monies identified.  

	· An organizational chart must be drawn up reflecting the necessary changes in existing departments and/or creating a new department.   

	9.  DEVELOP POLICIES AND PROCEDURES FOR ALL PERSONNEL

	· All personnel in all system departments share the responsibility for protecting system personnel, customers, and property 

	· Policies and procedure must be developed giving clear expectation for everyone in the system and supporting the security mission statement 

	· These policies and procedures must be created and written in cooperation with the people doing the jobs with input and approval from IASAC and the steering committees

	· Each job within the system (from the general manager on down) should design the policies and procedures based on likely scenarios that can be developed for their particular job

	· Training or team meetings must be initiated by  each department management to roll out and provide top down support and commitment for the policies and procedures 

	10.  ONGOING STEERING AND SUPPORT COMMITTEES

	· As noted above in bold print two ongoing committees that will provide support and focus to the security and terrorism efforts are the IASAC and steering committees

	· The steering committee should have a representative from each major department or division within the system

	· The steering committee should meet on a regular basis to set or modify policies or procedures

	· The IASAC committee should have a representative from each police/fire  department within the transportation agencies jurisdiction and a representative from the transportation system

	· The transportation system should charge the ongoing safety committees in maintenance and transportation with continued support of the security and terrorism

	· These safety committees can make recommendations to the steering committee regarding issue that they see that need addressing

	· All other department in the system should regularly review and discuss the security mission statement and their policies and procedures 

	11. ANNUAL REVIEWS

	· The chair of the steering committee will direct an annual review of the agencies performance in the area of security and terrorism response

	· The steering committee will also conduct periodic table-top and field simulated security and terrorism test and report on the performance of system response

	· The annual report will also evaluate the level of training/preparedness of system personnel

	· It is the responsibility of the steering committee to change or add security and terrorism policies/procedures based on the annual report
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