Developing the Security and Emergency Preparedness Program (SEPP)

Creating a security and emergency preparedness program (SEPP) formalizes top management’s commitment.  Without clear management authority and written policies and procedures, the system’s activities for security and emergency preparedness will remain vulnerable to misunderstandings and confusion in the field.  Heightened public accountability also encourages prudent transportation management to commit its program in writing.

· Documented programs are more credible to employees, local law enforcement and emergency planning agencies, ridership associations, and the media.  A written plan issued under executive management signature conveys a level of professionalism and commitment appropriate to a system dedicated to the safe and secure transportation of passengers.

· The process of documenting the program encourages the identification of opportunities for physical security enhancements, technology acquisition, operations improvements, and greater coordination within the system, with local law enforcement and/or other response agencies.

· Review of the program also identifies weakness in current practices, provides a management tool to support revision of procedures, and enhances enforcement and implementation of the program.

· A written plan can be used to train and simulate exercises with personnel, ensuring that employees understand what is required in a variety of situations.

· A written plan can be shared with local response agencies, to increase their understanding of transportation operations and security priorities.

· A written plan supports brainstorming and proactive identification of what could happen and how the system would ideally like to respond.

· A written plan can be a priceless resource in an actual emergency.

Figure 1 identifies activities that can be performed by a transportation system to develop its SEPP.

Authority

At a particular transportation system, security and emergency preparedness management responsibility generally should be assigned to one person.  The FTA highly recommends that a full-time person be designated to these responsibilities, however if circumstances don’t allow for a full-time person an upper level management person should be in charge of this effort, even if he or she has other responsibilities.
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Figure 1: Activities to Develop the SEPP

The person assuming this role can coordinate a number of important functions, such as:

· developing plans and policies;

· managing annual capabilities and threat and vulnerability assessments;

· establishing relationships with law enforcement agencies and other responders;

· developing and managing incident and unusual event reporting systems;

· boosting employees’ security awareness;

· referring security breaches for investigation;

· coordinating emergency response; and 

· periodically assessing the system’s security program.

In recognition of system-to-system variations, this Guide uses the term security manager to refer to the person ultimately responsible for the SEPP at each transportation system.  No single staffing recommendation is adequate for all transportation systems; each security program must be developed and evolve to address local conditions and resources.

· Depending on the size and resources of the system, the security manager may be the Chief of Transportation Police or the Director of the system’s Security Department, with in-house or contracted sworn and non-sworn personnel to support passenger, employee and facility protection, and emergency response.

· For smaller operations, the Chief Operations Officer, the Director of Safety, the Risk Manager, or the Facilities Manager may incorporate these activities into their duties, supported by a committee comprised of operating and administrative personnel, coordinated with local law enforcement.

· Rural and community transportation providers have tapped a wide range of personnel for this function, including part-time dispatchers with previous law enforcement experience, supervisors or operators who manage other system committees, or the human services liaison with the local community planning organization.  An ad hoc committee or another type of planning team can also support this function.

In determining the appropriate designation of responsibility for security and emergency preparedness, the transportation system may wish to consider which function can best:

· validate routine practices already in place for managing security incidents, accidents, and medical emergencies; working with hazardous materials; preparing for spills; and managing conflicts or disorderly conduct on-board vehicles;

· expand existing employee management and supervision practices to more fully address security and emergency planning; and

· consolidate these practices, to develop an integrated program, coordinated with local response and planning agencies.

Whatever organizational structure is established by the transportation system, this Guide recommends that the security manager:

· become a direct report to the system’s executive director;

· receives a separate budget line item for security activities;

· receives clear authority for signing off on policies, procedures, construction projects, and plans; and 

· receives authority in overseeing the inclusion of security or emergency preparedness issues in the system’s procurement and contracting process.

Goals and Objectives

The public transportation system can consider many possible goals for the program that should emphasize the major elements to be accomplished.

· Develop a coordinated program to ensure that the transportation system, local emergency responders, and local planning agencies work together to identify vulnerabilities to acts of terrorism and other emergencies.

· Encourage clear definition of security and emergency response roles and responsibilities, both within the transportation system and with local responders.

· Support implementation of the Incident Command System (ICS) for major events occurring in the community.

· Promote greater consistency in local, state, and federal requests for program funding, training, and exercising involving public transportation.

· Identify and review the role of public transportation in community plans.

· Develop an inventory of available equipment and resources that the transportation system can contribute to community emergencies.

· Establish joint policies and procedures for evacuation and in-place protection in the event of contamination by chemical, biological, or radiological agents.

· Identify how public transportation personnel should support scene management requirements at a major incident, including staging for mass casualties, search and rescue, and debris removal.

· Identify how public transportation can support management of medically vulnerable populations during major emergencies.

· Coordinate plans for special events in the community, such as fairs, concerts, and fireworks displays.

Objectives are specific measures required to implement goals.  The public transportation system can consider many possible objectives for the program that should emphasize the more day-to-day elements to be accomplished.

· Ensure that all transportation system employees and contractors:

· understand the requirements of the program; 

· make security and preparedness a primary concern while on the job;

· cooperate fully with the system regarding any incident investigation; and

· raise security and emergency preparedness concerns to management.

· Review current system safety, security, and emergency policies, procedures, and plans.  Identify needed improvements among these documents.

· Develop and implement plans for addressing identified improvements.

· Coordinate with local public safety, community emergency planning, and human services agencies to address security and emergency preparedness, including participation in formal meetings and committees.

· Develop, disseminate, and incorporate procedures pertinent to system activities into training for security and emergency preparedness.

· Provide adequate driver training and continuing instruction for all employees and contractors regarding security and emergency preparedness.

· Ensure performance of at least one emergency exercise annually.

· Add a permanent agenda item oriented toward security and emergency preparedness matters on all standing safety and risk management committees.

· Ensure status reporting from operating, training, and human resource departments to determine the level of compliance with system security and emergency preparedness policies, rules, regulations, standards, codes, and procedures to identify changes or new challenges as a result of incidents or other operating experience.

· Ensure that the system’s current organizational committee structure provides sufficient opportunity to:

· identify security conditions and problems at the system;

· organize incident investigations;

· develop and evaluate corrective actions;

· develop strategies for addressing system security problems;

· coordinate the sharing of security responsibilities and information; and

· coordinate interaction with external agencies.

Organization

While it is often said that security is everyone’s responsibility, developing a program organization that clearly identifies security responsibilities can be challenging.  In meeting this challenge, transportation systems typically organize activities by transportation system management level and function within the program.

These two approaches are discussed below.  Sample organizational responsibilities are provided for both classification systems.

Management Level

By clarifying relationships between and among management levels within the system, a well-documented program supports the ability of the security manager to be proactive when addressing security and preparedness concerns.  The security manager understands his or her role in the system and which management personnel have responsibility for approving, reviewing, and enforcing security policies and procedures.

Top Management

Top management is accountable for the safety and security of the system and the effectiveness of emergency response.  Program responsibilities are typically identified for the executive director or general manager and the vice president or assistant general manager.

Division and Department Heads

Division and department heads are responsible for the security and preparedness of their divisions and departments, including employees, facilities, equipment, operations, and services provided.  Additional responsibilities may include: 

· reviewing new security activities to determine how they impact the areas for which each manager is responsible;

· developing implementation strategies for security-related activities to be assigned within the department safety and security action plans;

· planning fiscal requirements of security activities; and

· sharing security concerns and ideas for improvement.

Program responsibilities are typically identified for the following:

· Director of Law Enforcement or Security; 

· Director of Transportation Development; 

· Director of Communications and Marketing; 

· Director of Finance; 

· Director of Rail Services; 

· Director of Bus Operations; 

· Director of Maintenance; 

· Director of Human Resources; and 

· Director of Legal Services.

Managers

Other types of managers are responsible for the security and preparedness of their sections, including employees, facilities, equipment, operations, and services provided.  They are also responsible for conducting inspections and evaluating threats, vulnerabilities, and security concerns.  The security manager, system safety manager, facilities manager, and/or risk manager are typically responsible for developing and monitoring implementation of the SEPP and reporting to top management.

Supervisors

Supervisors are responsible for the security and preparedness of their units, including employees, facilities, equipment, operations, and services under their supervision.  They are also responsible for conducting inspections and evaluating threats, vulnerabilities, and security concerns. Typical personnel include the following:

· Rail Operations Supervisor, 

· Controller and Trainer; 

· Bus Operations Supervisor, 

· Dispatcher and Trainer; and 

· Rail and Bus Maintenance Supervisors.

Employees

Each employee is responsible for working safely, securely, and for following established rules, procedures, policies, and safe work practices.  All employees are responsible for:

· considering the security of passengers, vehicles, and facilities in the performance of all of their regular activities and

· offering suggestions for the improved security of transportation passengers, vehicles, and facilities to their division or department head, the system security manager (SSM), or to members of appropriate committees.

Employee security program responsibilities are typically identified for:

· Bus Operator; 

· Rail Operator; 

· Bus or Rail Maintainer or Mechanic; 

· Maintenance of Way Maintainer; 

· Claims Processor; 

· Revenue Collector; 

· Employee Coordinator; and 

· Environmental Program Coordinator

Proactive Security Committee

This committee generally reports to top management through the chief operating officer or director of operations.  The major task of this committee is to identify and resolve potential security risks that the transportation system may encounter.  This is often accomplished by review and assessment of the following areas: 

· conduct system-wide security assessments to identify and to eliminate or lessen potential security concerns in existing facilities; 

· review of new facility designs to ensure that security principles have been incorporated into the design;

· review of existing training programs and development of additional training programs, based on security needs identified by the committee; 

· review of existing and proposed security policies, rules, regulations, standards, codes, and procedures to identify and neutralize potential security problems;

· identify organizational issues that may contribute to recurring security incidents or less effective responses to incidents; 

· promote security awareness through campaigns and security related events; and 

· assess response readiness by conducting simulation drills and readiness exercises.

Security Breach Review Committee

This committee also typically reports to top management through the chief operating officer or director of operations.  This committee often consists of the same members as the proactive security committee, and additional representatives from outside agencies, such as local law enforcement and the public, whose presence the committee members feel would be useful.  The major task of the committee is to identify security breaches and to review incidents to determine if the breach occurred because of: 

· inadequate or ineffective policies or procedures; 

· failure by employees to properly follow policies or procedures; 

· an identified, accepted risk; 

· unforeseen actions against the transportation system; or

· some combination of the above.

This committee has the authority to propose or recommend additions or changes to policies and procedures.  It can further recommend specific courses of action to prevent or minimize security breaches of a similar nature.

Function within Program

Once management roles have been clarified, the program can establish the specific activities to be performed.  A program matrix is often used to document this activity. This matrix can stand-alone but is recommended to be incorporated into the overall management matrix of the organization to insure that security is part of all management review and decisions.  This matrix identifies tasks for the program by operating department, often specifying the level of responsibility using the following conventions:

· P, Primary Task Responsibility.  The identified participants are responsible for the preparation of the specified documentation.

· S, Secondary or Support Responsibility.  The identified participants are to provide support to accomplish and document the task.

· C, Comment Responsibility.  The identified participants are to review and provide comment on the task or requirement.

· A, Approval Responsibility.  The identified participants are to review, comment, and subsequently approve the task or requirement.

Table 1 presents a sample for consideration by transportation systems, organized according to the sections of the Security and Emergency Preparedness Plan temple provided under Item Number 1 of the Top 20 list.

	Table 1: Program Roles and Responsibilities Matrix


	
	
	TRANSPORTATION SYSTEM

	PARAGRAPH NUMBER
	TASK OR ACTIVITY
	Management
	Operations
	Maintenance
	Security or Safety
	Training
	Engineering
	Human Resources
	Risk Management

	1.0
	System Security Program Introduction 
	A
	A
	C
	P
	C
	C
	C
	C

	1.1
	Purpose of System Security Program Plan and Program
	A
	A
	C
	P
	C
	C
	C
	C

	1.2
	Goals, Objectives, & Tasks for the Program
	A
	A
	C
	P
	C
	C
	C
	C

	1.3
	Scope of Program
	A
	A
	C
	P
	C
	C
	C
	C

	1.4
	Security & Law Enforcement
	A
	A
	C
	P
	C
	C
	C
	C

	1.5
	Management Authority & Legal Aspects
	A
	A
	C
	P
	C
	C
	C
	C

	1.6
	Government Involvement
	A
	A
	C
	P
	C
	C
	C
	C

	1.7
	Security Definitions
	A 
	A
	C
	P
	C
	C
	C
	C

	2.0
	System Description
	C
	C
	C
	P
	C
	C
	C
	C

	2.1
	Background & History of System
	C
	C
	C
	P
	C
	C
	C
	C

	2.2
	Organizational Structure
	C
	C
	C
	P
	C
	C
	C
	C

	2.3
	Human Resources
	C
	C
	C
	P
	C
	C
	C
	C

	2.4
	Passengers
	C
	C
	C
	P
	C
	C
	C
	C

	2.5
	Services or Operations
	C
	C
	C
	P
	C
	C
	C
	C

	2.6
	Operating Environment
	C
	C
	C
	P
	C
	C
	C
	C

	2.7
	Passenger, Vehicle, & System Safety program Plan
	C
	C
	C
	P
	C
	C
	C
	C

	2.8
	Current Security Conditions
	A
	A
	C
	P
	C
	C
	C
	C

	2.9
	Capabilities & Practices
	A
	A
	C
	P
	C
	C
	C
	C

	3.0
	Management of the System Security Plan
	A
	A
	C
	P
	
	
	
	C

	3.1
	Responsibility for Mission Statement & System Security
	A
	A
	C
	P
	C
	C
	C
	C

	3.2
	Management of the Program
	A
	A
	S
	P
	S
	S
	S
	S

	3.2.1
	General Manager
	A
	C
	S
	S
	S
	S
	S
	S

	3.2.2
	Chief Operating Officer
	A
	A
	S
	S
	S
	S
	S
	S

	3.2.3
	System SSM
	A
	A
	C
	P
	S
	S
	S
	S

	3.3
	Division of Security Responsibilities
	A
	A
	C
	P
	C
	C
	C
	C

	3.3.1
	Job-specific Security Responsibilities
	C
	A
	S
	P
	S
	S
	S
	S

	3.3.2
	Operations Division Responsibilities
	A
	P
	S
	S
	S
	S
	S
	S

	3.3.3
	System SSM & Contract Law Enforcement
	A
	A
	S
	P
	S
	S
	S
	S

	3.3.4
	Proactive Security Committee
	C
	A
	S
	P
	S
	S
	S
	S

	3.3.5
	Security Breach Review Committee
	C
	A
	S
	P
	S
	S
	S
	S

	4.0
	System Security Program: Roles & Responsibilities
	C
	S
	S
	P
	S
	S
	S
	S

	4.1
	Planning
	S
	S
	S
	P
	S
	S
	S
	S

	4.2
	Proactive Measures
	S
	S
	S
	P
	S
	S
	S
	S

	4.3
	Training
	S
	S
	S
	P
	S
	S
	S
	S

	4.4
	Day-to-Day Activities
	S
	S
	S
	P
	S
	S
	S
	S

	5.0
	Security Program Threat & Vulnerability Identification, Assessment, & Resolution
	C
	P
	P
	P
	C
	P
	S
	C

	5.1
	Threat & Vulnerability Identification
	C
	P
	C
	P
	S
	S
	S
	C

	5.1.1
	Security Testing and Inspections
	C
	P
	C
	S
	S
	S
	S
	C

	5.1.2
	Data Collection
	C
	P
	S
	S
	S
	S
	S
	S

	5.1.3
	Reports
	C
	P
	S
	S
	S
	S
	S
	S

	5.1.4
	Security Information Flow
	C
	P
	S
	S
	S
	S
	S
	S

	5.2
	Threat & Vulnerability Assessment
	C
	C
	S
	P
	S
	S
	S
	S

	5.2.1
	Responsibility
	C
	C
	S
	P
	S
	S
	S
	S

	5.2.2
	Data Analysis
	C
	F
	S
	P
	S
	S
	S
	S

	5.2.3
	Frequency & Severity
	C
	C
	S
	P
	S
	S
	S
	S

	5.3
	Threat & Vulnerability Resolution
	C
	P
	C
	P
	S
	S
	S
	S

	5.3.1
	Emergency Response
	A
	A
	S
	P
	S
	S
	S
	S

	5.3.2
	Breach Investigation
	A
	A
	S
	P
	S
	S
	S
	S

	5.3.3
	Research and Improvements
	A
	A
	S
	P
	S
	S
	S
	S

	5.3.4
	Eliminate, Mitigate, or Accept
	A
	A
	S
	P
	S
	S
	S
	S

	6.0
	Implementation & Evaluation of System Security Program Plan
	C
	P
	C
	P
	S
	S
	S
	C

	6.1
	Implementation Goals & Objectives
	C
	P
	C
	P
	S
	S
	S
	C

	6.2
	Implementation Schedule
	C
	P
	C
	P
	
	S
	S
	C

	6.3
	Evaluation
	C
	P
	C
	S
	S
	S
	S
	S

	6.3.1
	Internal Review – Management
	C
	C
	C
	P
	S
	
	S
	

	6.3.2
	External Audits
	S
	P
	S
	S
	S
	S
	S
	S

	7.0
	Modification of the System Security Program Plan
	S
	P
	S
	S
	S
	S
	S
	S

	7.1
	Initiation
	C
	C
	S
	P
	S
	S
	     S
	    S

	7.2
	Review Process
	C
	P
	S
	P
	S
	S
	S
	S

	7.3
	Implement Modifications
	P
	P
	S
	P
	S
	S
	S
	S


Resources

To be effective, the program must have adequate resources to perform its identified activities.  As indicated in Figure 2, program resources are commonly categorized as:

· personnel;

· budget; and

· management support.

Personnel

Who is available to perform program activities, including in-house personnel, contractors, local law enforcement personnel, other responders, and local emergency planning agencies and committees?  Security and emergency preparedness is an agency-wide activity.  Cross-training of personnel is critical to promote effective emergency response and increase security awareness.

Budget

How much money is available, both in the short and long term, to fund physical protection, training, and preparedness enhancements?  Are additional funding sources available from federal, state, local, and/or private sources?  Are expenses for emergency response accounted for by the agency?

Management Support

How much authority does the security manager have to develop and implement the program?  Will supervisors enforce these plans and procedures?


Figure 2: Resources for SEPP

Each transportation system should determine the resources available to develop and manage the program.  This Guide recommends preparation of a budget for the program to clarify the resources allocated for activities and to support prioritization of activities.

Deliverables

The activity performed by the security manager and supporting personnel (whether a designated committee, internal transportation police or security department, contractor, or closer coordination with local law enforcement and fire services) requires an abundance of program resources.  This Guide recommends that, whatever the size of the transportation system, the program needs to commit to the development of the following:

· Security and emergency preparedness plan (SEPP) to document the system’s program, organization, roles, and responsibilities.  This may be supported by other emergency plans and procedures, emerging from coordination with the local community’s planning process.

· Capabilities assessment and report to identify the system’s current activities for security and emergency preparedness and to make recommendations regarding the update or revision of existing plans, procedures, and training programs.  See Section 4 of this Guide for more information.

· Threat and vulnerability assessment to identify how heightened concerns over terrorism and other emergencies may create new risks for the operations and to recommend countermeasures for their resolution.  See Section 5 of this Guide for more information.

· Procedures for managing new threats to ensure that transportation personnel understand how to manage response to unusual events that may involve chemical, biological, radiological, or nuclear agents.  See Section 6 of this Guide for more information.

· Training and exercising to test and evaluate the system’s emergency response preparedness and to encourage coordination with local responders.  See Section 7 of this Guide for more information.

· Design and technology review to investigate design concepts and security equipment.  Technology that may improve facility and vehicle protection is available.  See Section 8 of this Guide for more information.

Schedule

The security manager should prepare a schedule to help ensure that all activities are identified, assigned, coordinated, and tracked. As a rule of thumb, most systems require 12 to 18 months to complete the initial deliverables specified above.  Many systems, depending on their size, perform annual or biennial reviews and updates, which typically are completed over a 3-month period.  When setting a schedule for program activities, this Guide encourages transportation systems to use the SMART mnemonic.
When developing schedules, it is important to remain realistic regarding the amount of time allocated for review, revision, and evaluation.  This practice is critical when system activities will be coordinated with local law enforcement and emergency planning agencies, whose staff may have scheduled monthly meetings for review of submitted materials from local organizations.

Assign Tasks and Perform Work

Figure 3 identifies a standard project management configuration for documenting ownership of specific deliverables.  Dark circles indicate primary responsibility whereas white circles indicate supporting responsibility.  Assignments for project deliverables should be a two-way negotiation beginning with deliverable definition and delegation.  The negotiation should end with acceptance by the designated personnel for the responsibility to complete the deliverable in the required time.
Figure 3: Sample Assignment Matrix
Preparing the SEPP

On the CD-ROM accompanying this Guide, there is a folder that contains a planning template that can be used by transportation personnel to create their system’s own SEPP.  This template is not intended to be the end product for any transportation system.  It should be customized to reflect local needs and issues, documenting actual activities performed by the system.

Comprehensiveness of the Plan

When completing the draft template, management and its supporting committees should examine the plan to ensure that it is comprehensive.  SEPP plans should address all system activity for security and emer-gency preparedness.  To meet this objective, make sure the plan adequately addresses the purpose, scope, responsibilities, and implementation involved with the plan.

Purpose

SEPP plans usually contain a statement, often at the beginning of the plan, describing the reason it is being established and any associated goals.  This purpose provides a key motivator for the system and is often unique to the culture and operation of the service.  It should be stated that the security plan is an integral portion of the safety plan and program.

Scope

SEPP plans should define the level of organization covered.  Does it include planning, design, construction, and procurement, or only revenue-service?  How extensively are human resources, passenger services, legal counsel, and risk management involved in the implementation of the plan?  The plan should also include specific information about the personnel, equipment, facilities, and services being covered.

Responsibilities

SEPP plans assign appropriate responsibilities to operators, supervisors, managers, and department heads.  For instance, management is responsible for general compliance in order to satisfy the requirements and goals of the plan.  The human resource department is responsible for implementing specific penalties and disciplinary actions to ensure enforcement of the policy.  Department supervisors may also need to take on this disciplinary role.  These responsibilities must be clearly defined for effective implementation.

Implementation

SEPP plans should provide for implementation and on-going evaluation.  They should define the reports, inspections, training, committee meetings, and/or other activities to ensure that employees fully understand the system’s security and emergency response procedures.

Clarity of the Plan

Management should examine the plan to see if it is clear, concise, and accurate.  SEPPs should not require activities or commit to programs that are not feasible for the system or unfamiliar to employees.  Plans should be clear, concise, and accurate.

· The plan should be readable and its meaning should be clear.  It must have the appropriate procedures and practices referenced.

· The plan should not attempt to document and explain every security and emergency activity performed by employees.  Rather, the plan should provide a security management tool that emphasizes processes, roles, responsibilities, and accountability.  Specific procedures should be referenced, but not included.

· Most security plans will be publicly available under the Freedom of Information Act (FOIA).  In the event of a potential legal action or media inquiry, these plans must describe system operations.  An incomplete or in-progress plan is far preferable to a plan that exaggerates security capabilities and requirements.  Those who must implement the plan and earn additional respect and credibility for the security program will also appreciate accuracy.

From Plan to Procedure

Management should examine the relationship between the plan and its supporting procedures.  SEPP plans should explain how the program will be managed and how general policies will be addressed by the system.

· Procedures should detail how things are actually done.  Procedures give plans their teeth and operating reality, but are not included as part of the plan (only referenced).

· The system’s rulebook, bulletins, notices, or special orders should consistently address the activity required in the SEPP plan.

· In the event that few procedures are documented for the program, some employees may resist an effort to create them.  But, what happens when they are not there?  How will an off-peak emergency be managed if no one has contact names and phone numbers, or knows how to reach a specific agency (the coroner’s office, for example) or a specialized vendor to make an immediate repair on a vital piece of security equipment?

Growth of the Plan

Management needs to examine the plan to make sure it can grow with the program.  SEPP plans should remain open to change based on new risks and vulnerability, especially following an incident.  Management of training exercises and actual incidents provides some of the greatest opportunities to improve processes, policies, and procedures.  This offers a small window of opportunity to make changes while organizational inertia is temporarily suspended.  Management should ensure that the plan takes advantage of these special conditions and circumstances.

Integrating the SEPP into Local Planning

Effective response does not happen by accident.  It is the result of planning, training, exercising, and intra/interagency cooperation, coordination, and communication.  Integration into the local community’s emergency planning process is central to the success of the SEPP and to the preparedness of the system.

In the SEPP, the transportation system will have defined its internal processes for identifying security events, mitigating their consequences, and managing effective response.  For some systems, the process of preparing the SEPP and documenting preparedness for security and other events may be sufficient planning.  For other systems, the SEPP is but one in a series of plans that document the system’s emergency response capabilities and performance requirements.  Whatever the system’s position and resources regarding the appropriate documentation of its emergency program, coordination with the local community is essential to successfully fulfill all SEPP functions.  These include proactive planning, exercising and training, threat mitigation, consequence management planning and implementation, and an after action report.

Local, state, and federal emergency managers use an all-hazards approach in developing comprehensive preparedness, mitigation, response, and recovery plans for man-made and natural disasters.  Planners set up basic disaster functions (i.e., rescue, sheltering, and medical care) and assign agencies and volunteer groups at the local, state, and federal levels to carry them out.  Responders have the responsibility to implement these plans and to work within their legal authorities and capabilities to resolve critical incidents.  The transportation system should be included in this process and reflect its activities as appropriate.  
AUTHORITY: Assign responsibilities and priorities for the program and establish requirements for internal and external coordination and plans.





GOALS & OBJECTIVES: Identify the program’s vision for short- and long-term activities.





ORGANIZATION: Identify roles of the security manager and supporting committees and/or teams.





SCHEDULE: Identify key dates for activities associated with deliverables and their updates.





ASSIGN TASKS & PERFORM WORK: Identify specific activities and who will perform them.  Be sure to track assignments to total completion.





RESOURCES: Set a budget identifying resources for planning, protection, and preparedness.





DELIVERABLES: 


Security and Emergency Preparedness Plan


Capabilities Assessment & Report


Threat and Vulnerability Assessment


Procedures for Managing New Threats


Training & Exercising Program


Design & Technology Review





Security Integration 


	


Functions provided by the Proactive Security and Security Breach Committees are an integral part of public transportation agency system development and operations.  These committees should not be isolated, but should be integrated into the agency’s decision making process (for example during the design review of a system modification).   This will ensure that all security issues that affect or will affect system operations are evaluated from a security perspective.





Personnel





Budget





Management Support





Specific


Measurable


Achievable


Reasonable


Timetable





Employee Considerations


	


During major emergency/disaster conditions one consistent and successful activity employers have discovered is that in order for their employees to report to, and remain at work, they must be comfortable that their families are safe and unharmed.  Employers should develop plans and procedures that allow a designated agency representative(s) to locate employee family members so that indirect communication can be maintained.  The agency should encourage employees to maintain and submit, for example, a Family Member Locator Plan that details contact information for family members and loved ones.  





The agency’s plan and/or procedures should provide policies on what and how information will be disseminated and collected.  Each employee should be given a copy of the plan and policy and share this with his/her own family members. 








