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This section outlines considerations for training and exercising programs to support core competencies in those areas essential for responsible decision-making and effective implementation of emergency response in the transportation environment.

Principles of Training for Preparedness

When evaluating the transportation system’s training and exercising needs, it is important to remember that:

· training should reflect security and emergency plans and procedures; and

· exercises are conducted to assess the quality of both the training and plans, and to provide valuable feedback in the planning process.

The purpose of training for security and emergency preparedness is to provide transportation system personnel with the specific knowledge necessary to perform the critical functions required in system plans and procedures.  Training, in this regard, may be highly technical, geared specifically to the responsibilities of an individual employee to support the system during an emergency (e.g., procedures for powering up or down rail service, performing notification and incident reporting, or managing bus vehicle evacuations).

Other types of training may emphasize collaborative activities performed by transportation employees, in concert with local law enforcement, fire and emergency medical services, and other local agencies to support capabilities to accomplish group tasks.  In emergency management, the goal of this type of training is to bring individuals, teams, and organizations to a state from which they can accomplish required activities quickly, efficiently, and effectively.

Existing Training Programs

Around the country, transportation systems of all sizes provide a wide range of training for their employees, contractors, and local public safety agencies.  This training addresses many issues pivotal to effective security and preparedness, including basic awareness, reporting emergencies, managing conflicts, evacuating vehicles, and facilities and other safety and security activities.

In the transportation environment, training for safety, security, and emergency preparedness is performed to ensure that:

· applicable management, operations, and maintenance rules, procedures, and plans are effectively documented and conveyed to those responsible for their implementation;

· manuals showing how to administer, operate, and maintain the system’s safety and security equipment and facilities are understood by those responsible for their use;

· safety-related rules and procedures for management, operations, and maintenance personnel are documented and effectively implemented by all employees as required;

· emergency procedures have been developed, documented and are successfully implemented by all personnel as required, including public safety personnel (if appropriate);

· transportation personnel and local emergency responders understand the hazards of the transportation environment; and 

· an adequate level of preparation is maintained for a possible emergency.

Training typically addresses rules, policies, and procedures, as well as many of the hazards in the transportation environment (e.g., live power, track and roadway safety, hazardous materials and alternate fuels, medical emergencies or blood-borne pathogen awareness, personal safety, and injury prevention).  Some transportation systems have established an emergency response agency familiarization program that provides orientation for local law enforcement, fire personnel, and medical services regarding the transportation environment and its vehicles.

Many transportation systems have also initiated basic security awareness or first responder awareness training, which emphasizes topics, such as:

· understanding the specific threats from explosives, incendiary devices, and toxic materials (chemical, biological, or radiological agents) and the risks associated with them in an incident;

· understanding the potential outcomes associated with an emergency created when explosives, incendiary devices, or toxic materials are present;

· the ability to recognize the presence of these devices and materials;

· the ability to identify the classes of chemical agents, if possible, using signs and symptoms;

· the ability to reference laminated cards and other automated and manual checklists to support initial response activities and incident reporting; and

· proper use of personal protective equipment, such as escape hoods and gas masks.

Public transportation systems that routinely work with hazardous materials have certain advantages in this regard, as they are already familiar with EPA regulations regarding hazardous materials spills, response plans, support training, and coordination programs with their local emergency planning committees (LEPCs) and state emergency response committees (SERCs).

In response to Occupational Safety and Health Administration (OSHA) or environmental requirements, transportation systems also have developed emergency plans for the evacuation of key infrastructure facilities and vehicles.  These plans specify the recommended sequence of actions to be taken by transportation system personnel in the event of an emergency, including a security incident.  Training provided for these plans may include recognition of the emergency, establishing proper notification procedures, and implementing an appropriate response to the emergency.

Many proactive transportation systems, deeply concerned by the Tokyo Sarin gas release, have supported the development of first response training for WMD incidents in their local communities and states, in partnership with other agencies (such as the International Association of Chiefs of Police), FTA’s Transportation Safety Institute (TSI), the National Transit Institute (NTI) at Rutgers, and the Federal Law Enforcement Training Center (FLETC).  

Basic awareness and conflict management training, provided through the National Safety Council (NSC) and the Rural Transportation Assistance Program (RTAP), as well as partner programs in first aid and the management of passengers with disabilities and medically fragile passengers (with the American Red Cross, community groups and hospitals, and rider associations), have been developed to support a variety of transportation needs that also emphasize security and emergency preparedness capabilities in small and rural operations.

Transportation systems (particularly those without dedicated transportation police departments) may not yet have conducted formal needs assessments to identify training issues associated with terrorism and emergency preparedness, such as the following: 

· implementing the ICS in transportation emergencies;

· coordinating incident command within an unified command structure;

· critical incident protocols for joint partnership with local public safety agencies;

· emergency planning for terrorism;

· decontaminating passengers, employees, and equipment;

· managing mass casualties (coordination with emergency responders and hospitals);

· community evacuations (procedures and legal issues);

· managing public information; and 

· managing victims, affected families, impacted employees, and community need for information.

Wherever the transportation system may be in its training program, Table 13 provides a useful tool to assess the extent to which current training addresses key security and emergency preparedness issues.  Completion of this table will also help to identify opportunities for including or expanding training on these topics, particularly in areas related to WMD terrorism.

Exercising for Preparedness

Emergency preparedness is a continuous process with the three integral functions of planning, training, and exercising.  Each function is dependent upon the other two functions and should not be viewed in isolation.  Figure 20 illustrates this relationship.

Figure 20: Planning, Training, and Exercising Inter-Relationships
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Once plans and procedures have been developed and personnel have been trained to implement them, the transportation system is then ready to conduct an exercise to determine if the planning is adequate to satisfy anticipated needs and personnel are properly trained.

A comprehensive exercise program is one of the best means for assessing emergency plans and procedures, determining the readiness of emergency responders, resolving questions of coordination, clarifying roles and responsibilities and promoting awareness of potential threats and hazards.  Exercises are the most practical, efficient, and cost effective method to prepare for disasters and crises.  The aim for any transportation system should be to develop a progressive exercise program, a long-term approach in which exercises are planned, conducted, and evaluated as building blocks to competency in crisis management.  

There are two primary benefits of such a program.  First, transportation system personnel practice their emergency operating procedure roles and gain proficiency.  Second, the coordination among transportation systems and local emergency response agencies is dramatically improved.  It is common for emergency preparedness forces to be unfamiliar with the vehicles and facilities operated and maintained by the local transportation system.  Likewise it is common for transportation system professionals to be unfamiliar with the procedures and equipment used by local law enforcement and fire and emergency medical services.  These mutual benefits arise from exercising, evaluating the exercise (debriefing), and acting upon those lessons learned.  An exercise has immense value when it leads to individual and/or collective improvement.

Building a Progressive Exercise Program

A progressive exercise program requires commitments from the transportation system and community public response agencies to plan and conduct increasingly more challenging exercises over a period of time.  Implementation of such a program allows the collective community to achieve and maintain competency in executing the transportation and local emergency response plans.

There are five major types of exercises that comprise this program, each with a different purpose and requirements.

· An orientation seminar is an informal discussion designed to familiarize participants with roles, plans, procedures, and resolve questions of coordination and assignment of responsibilities.

· A tabletop exercise simulates an emergency situation in an informal, stress-free environment.  It is designed to elicit discussion as participants examine and resolve problems based on existing crisis management plans.

· A drill is a set of supervised activities that test, develop, or maintain skills in a single response procedure (e.g., communications, notification, lockdown, and fire) and the possible or probable interaction with local government agency functions (e.g., incident command posts, rescue squad entry, and police perimeter control) that will involve actual field response.  Drills help prepare for more complex exercises in which several functions are simultaneous coordinated and tested.

· A functional exercise is a fully simulated interactive exercise that tests one or more functions in a time-pressured realistic situation that focuses on policies, procedures, roles, and responsibilities.

· A full-scale exercise evaluates the operational capability of emergency response management systems in an interactive manner.  It includes the mobilization of emergency personnel and the resources required to demonstrate coordination and response capability.  A full-scale exercise tests total response capability in a manner as closely resembling a real emergency as is possible.

Many systems prefer to start out on a small scale and move toward more sophisticated exercises.  This process builds experience, confidence and success for the program, within both the transportation system and the local response community.  FEMA, the Department of Justice, Office of Domestic Preparedness, and the National Response Team
 (NRT) all recommend that systems work their way through a consistent and dedicated program, building from orientation seminars and tabletops, to drills and functional exercises, and lastly, to full-scale exercises.

As part of its program for national preparedness and capabilities assessment, FEMA urges local communities to perform one full-scale exercise every three years, with tabletops and functional exercises conducted during off years.  Most LEPCs perform one full-scale exercise every five years, though many are now working toward implementing a biennial exercise schedule.

Each transportation system should consider several factors in deciding the scope of its exercise program (particularly if initiating the first exercise).

· How fixed are system emergency response plans and procedures?  Have they ever been used in actual situations, or are they still in progress?

· What is the nature and extent of risk posed by various threats located in or near the transportation system?

· What are the existing response capabilities of the community?

· What level of funding is available to support the exercise? 

· Is the system scheduled to participate in other exercises, tabletops, or drills within the next 6 to 12 months?

In answering these questions, the system can determine if it should take advantage of orientation seminars and tabletops to communicate emergency response concepts and planning principles to its personnel and familiarize local responders with the transportation environment; or if previous response experience and perceived need and opportunity suggest a more ambitious course.

Designing Exercises

The CD-ROM for this guide contains several references on developing exercises.  Scenarios, which provide the overall outline of how an exercise will be conducted, typically include an event narrative (to get all participants on the same page and set conditions), a major and detailed sequence of events, problems or messages, and expected actions.  Scenarios also contain objectives and evaluation criteria to be used by the system to evaluate its performance and support debriefing and critiques.  Some key issues to consider when planning exercises are presented below.

· What are the highest priority natural, technological, or man-made hazards or threats to the system?

· What physical or geographical components of the transportation operation are most vulnerable to these threats?

· What agencies and personnel need to participate in an exercise?

· What preparedness functions are most in need of rehearsal?

A realistic exercise scenario provides the best opportunity for a response organization to evaluate its emergency plan, training, and overall preparedness to operate under emergency conditions.  There are several ways to incorporate realism into an exercise scenario.  Extensive information regarding scenario development is also provided on the guide CD-ROM.  Table 14 provides some tips on how to develop an exercise.

	Table 14: Exercise Development Checklist


	1. ASSESS TRAINING NEEDS

· Analyze the threats and hazards

· Determine suitable exercise types

· Assess capability

· Conduct pre-exercise drills or rehearsals

2. DEFINE THE SCOPE

· Subject of exercise

· Location of exercise

· Participants in exercise

· Functions to be tested

3. WRITE A STATEMENT OF PURPOSE

· Prepare pre-exercise notification

· Obtain support from project team

· Coordinate with participating personnel and organizations

· Schedule the exercise and develop planning milestones

· Coordinate logistics, such as facilities, equipment, and support

· Organize design and evaluation teams

4. DEFINE EXERCISE OBJECTIVES 

· Verify the ability to respond to an emergency situation

· Validate train operator, controller, and field supervisor training


	5. WRITE MAJOR DETAILED EVENTS

· Plan exercise enhancements or props, maps, color cards, computers, radios, etc. 

· Prepare evaluation plan and checklists

· Nominate an evaluation team to determine how objectives will be evaluated and how actions by participants will be monitored and measured against plans and procedures

6. IDENTIFY EXPECTED ACTIONS

· Reference procedures, rules, plans, and training

7. PREPARE MESSAGES/PROBLEMS

· Conduct pre-exercise briefings

· Plan post exercise actions

· Issue final exercise report or after-action report

8. TRACK EXERCISE-RELATED COSTS

· Wages
· Materials and supplies
· Contractors
· Emergency services


Exercise Evaluation

The extent and depth of the evaluation should be based on the transportation system’s internal objectives, the participating agencies’ needs and resources, and any state and federal technical assistance that may be available.  State guidelines for CAR reviews, several of which are included on the Guide CD-ROM, provide useful checklists for consideration.  FEMA and EPA both have evaluation guides, also presented on the CD-ROM, to support this effort.  A sample evaluation checklist for the exercise program is provided in Table 15.

	Table 15: Checklist for Evaluating the Transportation Emergency Exercise Program

	Attribute 1: The System Has Established an Emergency Management Exercises Program

	1.1
	Designated responsibility is identified to coordinate the development and implementation of emergency management exercises.

	1.2
	The designated staff with responsibility for coordinating the system’s Emergency Management Exercise Program has adequate access to top management and to required resources to conduct or participate in the exercises. 

	1.3
	The designated staff coordinates closely with the local emergency planning community (EMA, LEPC) and local law enforcement to remain apprised of community exercises and to encourage system participation in those exercises.

	1.4
	The system seeks out technical assistance from various levels of government and private entities during the exercise planning.

	1.5
	Actual disaster or emergency operations experience is factored into exercise planning.

	1.6
	Results from the system’s capabilities assessment, vulnerability self-assessment, and on-going threat and vulnerability assessment are factored into the exercise planning.

	1.7 
	Identified corrective actions, lessons learned, and new technology and/or procedures are factored into exercise planning.

	Attribute 2: The System Exercises its Emergency Plan and Procedures on an Annual Basis

	2.1 
	The system sponsors and conducts a functional, full-scale, or tabletop exercise annually.

	2.2 
	The system participates in one or more functional, full-scale, or tabletop exercise sponsored by Federal, State or local government department/agency annually.

	Attribute 3: A multi-year exercise schedule is published and maintained.

	3.1
	The system incorporates regulatory required local, state, and federal-sponsored exercises into its schedule.

	3.2
	The schedule is updated and published at least semiannually.

	3.3
	The schedule is developed in consultation with local and state agencies.

	Attribute 4: Exercises for System Support to Hazard-Specific Programs Comply With Necessary Regulatory Requirements

	4.1    
	Radiological emergency preparedness (REP) exercises are conducted (if transportation support is provided).

	4.2    
	Chemical stockpile emergency preparedness program (CSEPP) exercises are conducted (if transportation support is provided).

	4.3
	Dam emergency action plan (EAP) exercises are conducted as required by the Federal Energy Regulatory Commission (FERC).

	4.4 
	SARA Title III exercises are conducted (if transportation support is provided).

	Attribute 5: The System Has Exercised its Emergency Plan and Supporting Procedures Using A WMD Terrorism Response Scenario in the Past Two Years

	5.1
	The system has conducted or participated in a tabletop or functional exercise using a WMD terrorism scenario.

	5.2
	The system has conducted or participated in a full-scale exercise using a WMD terrorism scenario.

	5.3
	The system has participated in a state or federal tabletop or functional exercise using a WMD terrorism scenario.

	5.4
	The system has participated in a state or federal full-scale exercise using a WMD terrorism scenario within the past two years.

	Attribute 6: The System's Emergency Management Exercise Program Contains an Evaluation Component

	6.1
	The system's exercise evaluation methodology is based on clearly delineated evaluation principles.

	6.2 
	The evaluation principles are formally documented, designed for easy use and implementation, and reviewed to ensure their ongoing validity.

	Attribute 7: The System Utilizes A Corrective Action Program or Lessons Learned to Strengthen its Emergency Management Program

	7.1
	The system has developed corrective action guidance documents.

	7.2
	Corrective action guidance is applicable to local agencies with emergency management responsibility.

	7.3 
	The corrective action program uses the lessons learned from exercises and actual disasters to modify the EOP and associated SOPs, checklists, field operating guides, and training manuals.


For systems initiating this process, it may be useful to designate an experienced local responder or contractor as the exercise evaluator.  This individual can review plans and procedures, support development of exercise objectives, and provide both a third-party assessment of performance and facilitate the group debriefing.

There are several key issues to consider when developing and evaluating exercises.

· With regard to internal alerting, the system should demonstrate its capabilities to receive and process emergency calls and initiate emergency action.  Twenty-four hour emergency contact information should be available for all key personnel.  Sufficient personnel redundancy should be exercised to evaluate the agency’s capabilities around-the-clock operations for the duration of an emergency when warranted.

· In respect to the appraisal of a situation, decision-makers need to know the date, time and location of the incident. They also will want information about injuries, signs and symptoms (if appropriate), weather conditions, terrain, and names of on-site personnel.  A pre-printed response form should be used to assemble information to help determine the most appropriate action.  System personnel should demonstrate their capability to perform an effective incident size-up and to define the critical issues of the incidents.

· Transportation procedures should be sufficient to ensure identification of the person in charge, the chain of command, the on-scene authority, and any technical, maintenance or media-relations personnel requirements.  Transportation personnel should demonstrate the capability to bring these resources to the scene, to determine who will seek further help, if required, and how these personnel will communication with emergency responders (mobile telephone, radio, walkie-talkie, etc.).

· With respect to the use of on-scene tools, flow charts and checklists are valuable decision-making tools for condensing information.  They should contain sufficient detail to ensure that all critical activities are covered.  Letters of agreement and emergency response contracts should also be included.  Transportation personnel should demonstrate their proficiency in using these materials.

· In regard to external alerting, the system should demonstrate its capability to notify fire and local law enforcement departments, emergency organizations, federal and state authorities, news media, and volunteer or off-duty workers.

· Concerning lead local responder’s, the system should also identify its capabilities to recognize the agency that will lead in responding to an emergency and to integrate it into the ICS established by this agency. 

· With contact lists, the system should demonstrate that it has an accurate, up-to-date telephone roster for emergencies that may include individuals within the organization, regulatory contacts, containment and cleanup equipment contractors, technical specialists, public health and environmental authorities, and the news media.  For telephones not staffed 24 hours a day, the times they will be answered should be included.

· Concerning communications, the system should demonstrate the effective operation of the communications network to be used to support response, including operational procedures for the use of pagers, telephones and cell phones, public annunciation systems, and radios and the different frequencies used by various response organizations.  System personnel should identify radio links among those performing similar functions and specify those who are allowed to use radios or telephones.  Some equipment must be spark-free to avoid explosion and fire hazards.

· With respect to logistics, system personnel should demonstrate their capabilities to get people and equipment to the site, including the procedures to be followed to ensure sufficient support during the crisis and how crews will be supplied for the duration of the incident.

· In relation to equipment and materials, the transportation system should have an equipment inventory identifying resources available to support emergency response.  During exercises, transportation personnel should demonstrate their capabilities to identify and marshal appropriate resources based on the type of incident, the climate, scene access considerations, the speed of local law enforcement and fire services response, the availability of specialized contractors and prior agreements or contracts for services.  Outside expertise, contractors, staff and equipment should be evaluated in advance.  As appropriate, transportation personnel should know the calibrations and limitations of instruments used to identify and monitor substances.

· When dealing with issues around protective equipment, transportation systems should have a clear policy on its use.  Transportation personnel trained to use this equipment should demonstrate their capabilities to consider the circumstances at the scene including climate, season, visual conditions, restriction of movement, and need for decontamination to ensure that protective equipment will not hinder performance.

· Transportation personnel should demonstrate their capabilities to establish their response organization, recognize roles of key personnel, and ensure the assignment of personnel with appropriate qualifications to appropriate duties at the scene.

· If the system has a formal written, mutual aid agreement with another agency, then personnel should demonstrate their capabilities to notify and request this support.  The extent of the assistance agreed to will be considered in the overall evaluation of participation in the exercise.

· When coordinating with the news media, the transportation system should demonstrate its capabilities to support effective media relations and to coordinate with the media regarding the dissemination of information to help ensure public safety.

Transit Safety & Security Program


	


The Federal Transit Administration and the Transportation Safety Institute’s Safety and Security Division offer courses in Transit System Security, Effectively Managing Transit Emergencies, Transit Rail Incident Investigation, Response to Weapons of Mass Destruction, Threat Management & Response to Bus Hijacking, Emergency Response and Access to Alternative Fueled Vehicles, and Crime Prevention Through Environmental Design.





National Transit Institute


	


In addition to its Train-the-Trainer program and its commitment to provide training, education and clearinghouse services in support of public transportation, NTI recently developed the System Security Awareness for Transit Employees and Security Incident Management for Transit Supervisors courses to address the heightened need for interactive training for front-line personnel and supervisors. 





Federal Law Enforcement


Training Center


	


FLETC’s Security Specialties Division designs, develops and conducts training courses related to antiterrorism, bombs and explosives, counterterrorism, crisis management, patrol procedures, physical security, tactical applications and transportation security.  The Division operates a specialized training facility to demonstrate and validate state-of-the-art hardware and procedures relating to antiterrorism and physical security.  








�  A group of 14 Federal agencies, including the US DOT, FEMA, and EPA, responsible for coordinating federal planning, preparedness, and response actions related to oil discharges and hazardous substance releases.


� In 2002, the Federal Transit Administration (FTA) began issuing and administering grants for the performance of Emergency Preparedness Drills for the top 100 transit agencies.  In FTA’s Grant Processing Guidelines, exercise goals and objectives, drill requirements, and eligible expenses were identified.  The “Fact Sheet” for the guidelines is in Appendix E.





