ATTACHMENT 2: COUNTER-MEASURE INVESTIGATION


To complete the COUNTER-MEASURES INVESTIGATION for assessing improvements to protective measures in place for specific critical assets, the Assessment Team should: 

1.  Review Figure 2 of the Guide to Conducting Critical Asset Protection Self-Assessments.
2.  Complete the attached “Baseline Security Checklist.”

3. Review the attached TABLE 1 -- “Transit Protective Security Measures.” 

4. Complete Attachment 3 “Review of Emergency Plan.”

5.  Prepare and review options (organized by either critical asset or threat).

6. Develop proposed budget and implementation schedule for selected options.

7. Make final recommendations.

	BASELINE SECURITY CHECKLIST -- Item to be Evaluated
	Yes
	No
	N/A
	Comments

	SECURITY PLANNING
	
	
	
	

	Has Executive Management accepted responsibility for the management of security vulnerabilities during the design, engineering, construction, testing, start-up and operation of the transit system?
	
	
	
	

	Has Executive Management endorsed a policy to ensure that security vulnerabilities are identified, communicated, and resolved (or accepted) through a process that promotes accountability for decision-making?
	
	
	
	

	Does your agency have clear and unambiguous lines of authority and responsibility for ensuring that security is addressed at all organizational levels within the operation (including contractors)?
	
	
	
	

	Does your agency have access to personnel with security management experience, knowledge, skills, and abilities?
	
	
	
	

	Does your agency ensure that resources are effectively allocated to address security considerations? 
	
	
	
	

	Is the protection of passengers, employees, contractors, emergency responders and the general public a priority whenever activities are planned and performed at the agency?
	
	
	
	

	Wherever possible, does your agency guide design, engineering, and procurement activity with an agreed-upon set of security standards and requirements (including design criteria manuals, vehicle specifications, and contracting guidelines)?
	
	
	
	

	Does your agency routinely evaluate its capabilities to provide adequate assurance that the public, and employees are protected from adverse consequences?
	
	
	
	

	Has your agency committed to developing security mitigation measures to prevent and manage security vulnerabilities?
	
	
	
	

	Has your agency appropriately documented its security  measures in plans, procedures, training, and in project requirements, specifications and contracts?
	
	
	
	

	Do your agency have a formal System Security Program, documented in a System Security Program Plan (Security Plan) ?
	
	
	
	

	If “yes,” is the Security Plan current, reflecting current security operations and system configuration?
	
	
	
	

	If “no,” does your agency have plans in place to develop a Security Plan?
	
	
	
	

	If “no,” prepare a brief list of all activities performed at your agency that address security concerns (for example, include facility access control; procedures for handling difficult people; workplace violence program; bomb threat management plan; procedures for identifying and reporting suspicious activity; facility and vehicle evacuation and search procedures; coordination with local law enforcement, etc.)
	
	
	
	ATTACH LIST

	SECURITY MANAGEMENT
	
	
	
	

	Does your agency have a police department/security department to implement the security program?
	
	
	
	

	If “yes,” please describe organization and existing capabilities of this department?
	
	
	
	ATTACH LIST

	If “no,” does your agency use adjunct security personnel to support  security for administrative and non-revenue facilities?


	
	
	
	

	If “no,” describe the activities performed by your agency to coordinate security response with local law enforcement? Include MOUs and any reports that may be received regarding the occurrence of crime at the transit agency.
	
	
	
	ATTACH LIST

	Does your agency have specific plans for managing bomb threats?
	
	
	
	

	Does your agency have specific plans to guide facility and vehicle evacuations and searches for suspicious packages?
	
	
	
	

	Does your agency coordinate with local law enforcement to ensure timely and effective response to identification of a potential explosive device?


	
	
	
	

	Has your agency reviewed its procedures for managing mail and deliveries to assess security considerations?
	
	
	
	

	Are your employees trained to recognize and report suspicious behavior?
	
	
	
	

	Do your employees understand their roles and responsibilities for protecting passengers, other employees, and the general public from security threats?
	
	
	
	

	Have your employees receive security-related training?
	
	
	
	

	Has your agency provided local law enforcement and public safety organizations with “transit awareness” training?
	
	
	
	

	THREAT AND VULNERABILITY ASSESSMENT
	
	
	
	

	Has your agency ever conducted a formal Threat and Vulnerability Resolution Process?
	
	
	
	

	Does your agency have a current listing of its critical assets?
	
	
	
	

	Does your agency have a current description of physical and procedural security measures in place to protect these assets?
	
	
	
	

	Does your agency have a current assessment of specific threats to its critical assets?
	
	
	
	

	Has your agency identified “worst case scenarios” regarding security vulnerabilities to acts of terrorism and extreme violence?
	
	
	
	

	Has your agency ever assessed its capabilities to identify and manage suspicious activity?
	
	
	
	

	Does your agency have a prioritized listing of current security vulnerabilities?
	
	
	
	

	Does your agency have a current program in place to implement security measures that address these vulnerabilities?
	
	
	
	

	PHYSCIAL SECURITY SYSTEMS
	
	
	
	

	Does your agency provide access control systems to protect administrative and non-revenue facilities?
	
	
	
	

	Does your agency use a badging system for employees?
	
	
	
	

	Does your agency have procedures in place to verify access authorization for visitors, contractors and delivery personnel? 
	
	
	
	

	Does your agency have procedures to log non-routine entries (for example, visitors, personnel during off-shift, and personnel not normally assigned) to administrative and non-revenue facilities?
	
	
	
	

	Does your agency have procedures to verify the identity of a visitor before issuing a badge/pass/credential?
	
	
	
	

	Does your agency have procedures to verify the access authorization of vehicles before they can be parked within 50 feet of administrative and non-revenue facilities?
	
	
	
	

	Does your agency have inventory control procedures for access badges, uniforms, and equipment?
	
	
	
	

	Does your agency have procedures to report stolen badges, uniforms or equipment?
	
	
	
	

	Does your agency issue advisories or bulletins regarding potential security threats?
	
	
	
	

	Does your agency screen personnel and packages before providing access to secure facilities (control center, revenue collection facilities, etc.)?
	
	
	
	

	Does your agency authorize the search of hand-carried items or packages entering or leaving a security area?
	
	
	
	

	Does your agency provide perimeter controls for administrative and non-revenue facilities, including fencing, gates, motion-detected lighting systems, etc.?
	
	
	
	

	Does your agency routinely patrol and/or inspect exterior security area perimeter barriers (for example, fences) to verify integrity and detect unauthorized objects (ladders) or conditions (for example, excessive soil erosion under fence)?
	
	
	
	

	Does your agency use follow pre-determined procedures to lock down and open administrative, non-revenue and passenger facilities each day?
	
	
	
	

	Does your agency have procedures to control the issuance of keys and combinations to locks and control panels?
	
	
	
	

	Are your administrative and non-revenue facilities protected with intrusion detection alarm systems?
	
	
	
	

	Are your administrative and non-revenue facilities covered by CCTV?
	
	
	
	

	Identify other security systems in place to protect your agency’s administrative and non-revenue facilities?
	
	
	
	

	Does your agency use security technology to support monitoring and management of passengers in stations, terminals, and on vehicles (examples include CCTV, emergency telephones, designated passenger waiting areas; emergency alarms on buses and alarms/intercoms on trains, public address systems in stations)?
	
	
	
	

	If “yes,” please describe this technology. 
	
	
	
	ATTACH LIST

	Has your agency conducted blast-hardening/mitigation as part of the station and administrative facility design/renovation process?
	
	
	
	

	Do vehicle barriers, blast barriers, or other perimeter controls that limit or deny direct vehicle access to critical assets protect your facilities?
	
	
	
	

	Please describe the security technology used by your police/security department (if applicable).
	
	
	
	ATTACH LIST

	EMERGENCY RESPONSE CAPABILITIES
	
	
	
	

	Does your agency have an Emergency Plan?
	
	
	
	

	Does your agency have Emergency Operating Procedures?
	
	
	
	

	Does your agency have an Incident Response Plan for Terrorism, as an appendix to the Emergency Plan or as a separate plan? 
	
	
	
	

	Does your agency coordinate with local public safety organizations on the development, implementation and review of the Emergency Plan and procedures?
	
	
	
	

	Does your Emergency Plan specify use of the Incident Command System?
	
	
	
	

	Have your employees been trained in the Emergency Plan and Procedures?
	
	
	
	

	Does your agency conduct routine drills, table-tops and refresher training?
	
	
	
	

	Does your agency coordinate its drilling and training for emergency response with local public safety organizations?
	
	
	
	

	Does your agency conduct briefings of after-action reports to assess performance during the dill or exercise and identify areas in need of improvement?
	
	
	
	

	Have members of your agency participated in Domestic Preparedness Training Programs sponsored by the Federal government (FEMA, FBI, DOD, etc.)?
	
	
	
	

	PREVIOUS EXPERIENCE
	
	
	
	

	Has your agency experienced an emergency in the last 12 months?
	
	
	
	

	If” yes,” were you satisfied with the agency’s level of 
response?
	
	
	
	

	Has your agency received a bomb threat in the last 12 months?
	
	
	
	

	Has your agency evacuated in its facilities in the last 12 months as the result of a bomb threats?
	
	
	
	

	Has your agency conducted a physical search of a facility in response to a bomb threat?
	
	
	
	


TABLE 1 presents counter-measures for consideration by transit bus and rail agencies to address the need for heightened security levels. The protective measures are organized by threat, and are applicable to both bus and rail properties.

	Category of Attack
	TABLE 1: TRANSIT AGENCY PROTECTIVE MEASURES

	Explosive Devices

Includes:

· Courier- delivered Devices

· Mail Bombs

· Anti-vehicle Explosive 

· Devices

· Proximity Bombs

· WMD

· Secondary Devices
	Prevention:

1. Limit Entrances and Exits to Administrative and Maintenance Facilities; Control 

    Points of Access with Fixed Post Police, Guards, or Light Duty Personnel

2. Enforce Standoff Distance from Administrative and Maintenance Facilities (no 

    unchecked vehicles within 50 feet of  building)

3. Install Vehicle Barriers

4. Implement Vehicle-approach Speed Controls

5. Institute Procedures:

· Employee and Visitor Check-in

· Escort Procedures

· Bomb Threat Management (including warnings, suspicious packages, sweeps, and vehicle checks) 

6. Tighten Perimeter Controls (patrols, fencing, lighting, intrusion detection sensors)

7. Perform Structural Hardening/Blast Mitigation Measures (walls, windows, doors)

8. Review Practices for Managing Mail and Deliveries – Identify Vulnerabilities

9. Meet with Employees – Promote Awareness and Solicit Suggestions

10. Meet with Local Law Enforcement and Review Intelligence – Determine Need 

      for Background Checks on Contractors, Delivery Personnel and Employees

11. Inventory Employee Badges, Uniforms, and Keys – Institute Tight Controls 

12. For Passenger Stations and Terminals:

· Where Appropriate, Institute Standoff Distances for Vehicle Access

· Heighten Presence of Uniformed Transit Personnel

· Conduct a “Walk Through” at Each Station; Identify Potential “Hiding Places” for Explosive Devices and Remove or Secure (trash cans, newspaper stands, maintenance closets, elevators, behind sculptures and benches, etc.) Check Overhead and Under-foot Locations as well. 

· Close Off all Unnecessary “Nooks and Crannies” and Patrol Regularly.

· Publicize Agency Policies for Suspicious Packages and Activity; Encourage Passenger and Vendor Activity to Observe and Report

· Sweep Station Facilities for Suspicious Packages at least Twice a Day

· Make Station Announcements Regarding Security Rules and Procedures

· Sweep Trains (including undercarriages) and Buses for Suspicious Packages at least Twice a Day

· Tighten Access Control –Make Sure Existing Policies Are Followed by Station Employees

· Inspect and Test Station Emergency Equipment

· Close or Restrict Restrooms and Other Non-essential Public Areas



	Use of Explosive Devices (continued)
	Preparedness:

1. Review Emergency Plan – Develop or Update Terrorism Incident Annex (to 

    include WMD incidents)

2. Review Coordination with Local Law Enforcement and the Transit Agency Role in 

    the local Incident Command System (ICS)

3. Prepare Emergency Response “Toolkit” for Each Major Facility with Blueprints, 

   Contact Information and Special Notices (location of hazardous materials, 

   communications nodes, ventilation systems, etc.)

4. Conduct Emergency Response Drill



	Exterior Attack

Includes:

· Rocks

· Clubs

· Improvised Explosive Devices

· Incendiary Devices

· Molotov cocktails
	Same as Above, and

1. Eliminate direct line-of-sight vantage points from which a perpetrator could 

    observe facility operations 

2. Increase Transit Police and Security Perimeter Patrols and Surveillance

3. Encourage Employees to Report Any Suspicious Activity Immediately

4. Intelligence from Local, State and Federal Law Enforcement

5. CCTV Surveillance



	Standoff Attack

Includes:

· Anti-tank rockets

· Hand grenades

· Mortars

· Recoilless rife projectiles

· Rocket-propelled grenades
	Same as Above

Note: Trees and other “natural perimeters” can be used to limit visibility into these facilities, making “standoff attacks” more difficult.

Note: Encourage transit employees to report any suspicious activity, especially at choke points – bridges, tunnels, interlockings, etc.

	Ballistics Attack

Includes:

Pistols

Handguns 

Submachine guns

Shotguns

Rifles
	1. Conduct a Walk-through of Each Station; Identify Potentially Advantageous 

    Locations for Assailant Fire – Increase Surveillance of These Areas; Close Off 

    Non-essential Spaces (if possible)

2. Increase Presence of Uniformed Personnel in Stations

3. Work with Local Law Enforcement to Prepare Profiles of Perpetrators and Likely 

    Actions to be Taken by Them Prior to Station Shooting; Distribute and Incorporate 

    into Basic Surveillance and Patrol Strategies

4. Encourage Passengers and Employees to Report Suspicious Activity Immediately 

5. Review Procedures for Managing Disruptive Passengers and Passengers Suspected 

    of Having Weapons

6. Provide Additional Tactical Training for Transit Police and Security Personnel; 

    Consider Police Protection (bullet-resistant vest, body armour, etc.)

7. Coordinate with Local Law Enforcement and Conduct a Drill for 

    Hijacking/Hostage-Barricade Situation

8. Review Transit Police and Security Personnel Search and Inspection Authorities 

    and Detainment Authorities

9. Post Signs Indicating Agency Rules Barring Weapons

Preparedness:

1. Review Emergency Plan – Develop or Update Terrorism Incident Annex

2. Review Coordination with Local Law Enforcement and the Transit Agency Role in 

    the local Incident Command System (ICS)

	Forced Entry

Includes:

Hand, power and thermal tools

Explosives
	1. Identify all Critical Facilities – Essential for Operation of the System (be sure to 

    include off-site facilities such as power sub-stations and radio trunk towers) 

2. Evaluate Physical Security -- Tighten – including Electronic Access Control , 

    Intruder Detection Technology, and CCTV on Critical Facilities Entrances and 

    Locations

3. Increase Presence of Uniformed Transit Personnel in Station and Administrative 

    Facilities (include light duty and part-time transit personnel)

4. Increase Intrusion Detection Capabilities: Sensors, Alarms, Motion Detectors

5. Increase Patrols of Critical Facilities (Control Center; Rail Yards, etc.)

	Covert Entry

Includes:

False credentials

Stolen uniforms and identification badges
	Same as Above, and 

1. Inventory Uniforms, Badges and Keys – Maintain Tight Controls

2. Require 2 Photo Identifications for Visitors

3. Encourage Employees to Question or Report Unfamiliar Personnel in Critical 

    Areas

	Insider Compromise

Includes:

False pretenses

Bribery

“Infiltration unit”
	Same As Above, and 

1. Background Checks on Employees, Contractors and Delivery Personnel

2. Information Reported by Employees and Contractors

3. Intelligence from Local, State of Federal Law Enforcement

4. Surveillance

	Visual Surveillance

Includes:

Binoculars

Photographic Devices
	1. Eliminate direct line-of-sight vantage points from which a perpetrator could 

    observe facility operations. Items used to block lines-of-sight include trees, bushes, fences, 

    and other buildings 

2. Increase Transit Police and Security Perimeter Patrols and Surveillance

3. Encourage Employees to Report Any Suspicious Activity Immediately

4. Intelligence from Local, State and Federal Law Enforcement

5. CCTV Surveillance



	Acoustic Eavesdropping and Electronic-emanations Eavesdropping
	Same As Above, and

1. Review and/or require specialized construction that has a sound-transmission-coefficient 

   (STC) rating. Walls, floors, and ceilings can be constructed to achieve specific STC ratings 

   using conventional construction materials. Doors and windows that are STC rated are 

   commonly manufactured and tested as assemblies. This type of design and construction can 

   be expensive and should be reserved for Operations Control Centers, Transit Police 

   Dispatch Centers, and Emergency Operations Centers

	Cyber Attack

Includes:

Worms, Viruses, and Other Programs Designed to Render the Computer Network Inoperative
	1. Increase firewall protection and isolate key networks from external access

2. Institute procedures prohibiting employees from downloading files or other messages onto 

    the network

3. Check system operation vigilantly

4. Ensure back-up procedures are in place and off-site location of back-up material is 

    safeguarded



	Airborne Contamination
	Same As Protective Measures for Category of Attack “Explosive Device,” and

Available Detection Technology

1. Detection is improving – especially for chemical agents. Fixed and variable detection 

    devices are available, and should be investigated for major facilities.

Available Filtration Technology

 2. Protection against airborne contamination at a facility involves making 

    elements of the air-handling system (including air intakes) inaccessible and 

    laying out toxin-free areas. A toxin-free area is an area in which the internal 

    air pressure is higher than the external air pressure. Therefore, if a chemical, 

    biological, or radiological device is set off outside, its contaminant will not 

    be able to penetrate the protected area. Achieving that "net positive 

    pressure" requires a significant air-handling system with air filters to filter 

    contaminants out of the air. It also requires an air-lock entrance into the area 

    so contaminants cannot enter through the door. At the low level of 

   protection, the filters and the air-handling system are only used in response 

   to a credible threat. At the high level of protection, that risk is not acceptable 

   and the filters are run continuously.

3. In many cases, the transit agency’s air filtration system is not “closed,” and 

    therefore, contaminants cannot be filtered out, but must be directed to 

    shields, hoods, or other collection areas. These technologies are currently being researched 

    and should be investigated by the transit agency.

4. Transit agencies need to understand the consequences of venting contaminated air. 

    Contaminated air should not be treated like smoke and fanned/vented to the outside. 

    Careful assessments need to be made depending on the physical properties of the specific 

    agent.

Awareness

5. As part of the Emergency Plan, transit personnel must understand how to report and 

     manage a chemical agent release.  The essential elements of information include the 

     following: location of incident, symptoms of affected persons, size of area involved, 

     number and severity of casualties, prevailing winds and general conditions, resources 

    available at scene. Drilling and training are crucial components of effective response.
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