
Bomb Threat Management Brief
In recent years the use and threatened use of explosives in our society has increased at an alarming rate. Organizations must prepare a plan of action to respond effectively. This brief provides guidelines that will assist transit agencies in developing a procedure specific to their particular environment. 

Steps To Be Considered
When faced with a bomb threat, the primary concern must always be the safety of passengers, employees, and emergency responders. Many transit agencies already have a disaster or emergency procedure for responding to smoke, fire, or medical emergencies in stations, administrative facilities, and shops/yards. Several aspects of these procedures remain viable in a bomb threat procedure. 

However, new problems must be addressed when a bomb threat is received.  For example, in the instance of a fire, effort is directed at evacuating the occupants in a quick and orderly manner. In the case of a bomb threat, if evacuation is initiated, the exit routes and assembly areas should be searched prior to vacating the premises. The potential hazard remains when a building is evacuated before a search has been made. Personnel cannot safely re-occupy the building and resume normal activities until a search has been conducted. Such problems require a procedure with 7 logical steps:

· Step 1: Threat Reception
· Step 2: Threat Evaluation
· Step 3: Search Procedure 

· Step 4: Locating Unidentified Suspicious Objects 

· Step 5: Evacuation Procedure

· Step 6: Re-occupation of Building 

· Step 7: Training of Essential Personnel

Each of these steps is discussed below:

Step 1: Threat Reception 

Threats are transmitted in several ways: 

Telephone Threats (threat to detonate explosive is phoned into system)

· Caller is the person who placed the device

· Caller has knowledge of who placed the device

· Caller wants to disrupt system operation

Written Threats (threat to detonate explosive is written into system)

· May be more serious than phoned-in threats

· Written threats are generally more difficult to trace than phoned-in threats

Letter and Package Threats (suspicious package or letter is delivered to agency)

· These threats serve a variety of purposes, but, generally, they are directed at specific system personnel rather than at the system as a whole.

· The personal motivations of the criminal may be more important in these types of threats

Bomb threats are normally transmitted by phone. The person receiving the call should be prepared to obtain precise information, including:

· The time the call was received and on which telephone number or extension

· The exact words of the person making the threat should be recorded

· Indicate whether it was a male or female voice and an approximate age

· Note any accent or speech impediment or slurring of speech which could indicate intoxication or an unbalanced condition

· Listen for the presence of any background noises such as traffic, music, or other voices

· Decide if the voice is familiar

· The person receiving the threatening call should be prepared to ask the caller certain questions if the information has not been volunteered.

· Where is the bomb?

· When is it going to explode?

· What does it look like?

· What kind of bomb is it?

· Why did you place the bomb?

· What is your name?

The caller may provide specific information by answering these questions. Often the type of person making a threat of this nature becomes so involved that they will answer questions impulsively. Any additional information obtained will be helpful to police and explosive technicians. To assist the person receiving the call, it is suggested a printed form be readily available. A sample is provided in Appendix A. Typically, this checklist is kept readily available to the transit dispatcher or administrative personnel most likely to receive such a threat.

Written and Letter/Package Threats should be treated as “suspicious objects” (see Step 4). Appendix B provides additional information regarding these types of threats.

Step 2: Threat Evaluation

Two basic descriptions of threats can be identified:

· Non-specific threat: This is the most common type of threat, usually with little information given other than, "There is a bomb in your building."

· Specific threat: This threat is given in more detail. Reference is often made to the exact location of the device, or the time it will detonate.

Specific threats should be considered more serious in nature, requiring a more concerted effort in the response. The non-specific threat, however, cannot be ignored. A policy must be developed to respond effectively to both threat levels.

Certain actions should be taken regardless of the threat category:

· Notify law enforcement (whether internal transit police and/or security or local law enforcement)

· Notify management personnel 

· Initiate the search procedure 

· Search before evacuation of personnel (employee search)

· Search after evacuation of personnel (volunteer search)

Notification to internal and/or external law enforcement, security and management personnel should be prompt, and include as much detail as possible. The person who received the threatening call should be available immediately for interviewing. Copies of the completed threat checklist should be readily available to all who may need it.

The appropriate search procedure should be initiated. Searches in the transit environment – as in many other environments – have two major constraints:

· Radio communication cannot be used (it may detonate the device)

· The environment is specialized, therefore, it cannot be searched effectively by outsiders

To address these concerns, personnel who work in a particular area, or who are responsible for an area, should be used. Not only will these personnel provide a much more thorough search than outside responders, but they are knowledgeable concerning station or facility emergency communication systems, and can access “land line” telephones to manage communications more effectively during the search.  A system that utilizes the employees – after evacuations have been ordered -- should always and only use volunteers.

The following criteria help determine what immediate action to take: 

Factors favoring a search before the movement of personnel (occupant search):

· There is a high incidence of hoax telephone threats 

· Effective security arrangements have been established

· Information in the warning is imprecise or incorrect

· The caller sounded intoxicated, amused, or very young

· The prevailing threat of terrorist activity is low

Factors favoring movement of personnel before searching (volunteer search): 

· The area is comparatively open

· Information in the warning is precise as to the matters of location, a description of the device, the timing, and the motive for the attack

· A prevailing threat of terrorist activity is high

Step 3: Search Procedure
Pre-planning and coordination of employees are essential in implementing an effective search of transit premises, particularly for large stations and facilities.  A central control mechanism is necessary to ensure a thorough and complete response. A printed station and/or facility schematic should be identified for each major transit facility. Wherever possible, stations should be divided into zones or sections (prior to the actual conduct of the search), and volunteer personnel – familiar with the zone or section – identified to support the search, by shift or position. Back-ups and supporting volunteers should also be identified for each zone or segment. A compendium of station/facility schematics should be available to those responsible for managing bomb threats and searches.  Not only will these schematics support identification and assembly of the volunteer search team, but also, as the search is conducted, each area can be “crossed off” the plan as it is searched.  

Areas that are accessible to the public require special attention during a search, and may be vitally important if an evacuation is to be conducted. The level of the search should be commiserate with the perceived threat level:

· An occupant search is used when the threat's credibility is low. Occupants search their own areas. The search is completed quickly because occupants know their area and are most likely to notice anything unusual. 

· The volunteer team search is used when the threat's credibility is high. The search is very thorough and places the minimum number of personnel at risk. Evacuate the area completely, and ensure that it remains evacuated until the search is complete. Search teams will make a slow, thorough, systematic search of the area. 

During the search procedure the question often arises, "What am I looking for?" The basic rule is: Look for something that does not belong, or is out of the ordinary, or out of place. Conduct the search quickly, yet thoroughly, keeping the search time to a maximum of 15 to 20 minutes. Both the interior and exterior of the station or facility should be searched. 

Historically, the following areas have been used to conceal explosive or hoax devices in the transit environment: 

	Outside Station Areas

· Trash cans
Dumpsters
Mailboxes
Bushes

· Street drainage systems
Storage areas
Parked cars

· Shrubbery

· Newspaper Stands
	Inside Stations

· Ceilings with removable panels

· Overhead nooks

· Areas behind artwork, sculptures and benches

· Recently repaired/patched segments of walls, floors, or ceilings

· Elevator shafts 

· Restrooms 

· Behind access doors

· In crawl spaces 

· Behind electrical fixtures

· In storage areas and utility rooms

· Trash receptacles

· Mail rooms 

· Fire hose racks




Depending on the nature of the threat, searches may expand to include transit vehicles. In extremely rare instances, dispatchers have instructed operators on certain bus routes or rail lines to immediately bring their vehicles to a safe location, deboard passengers, and walk-through the vehicle – looking for unidentified packages. In other instances, evacuated vehicles have been met by law enforcement officers, who actually conduct the search, including the vehicle undercarriage and rooftop areas.

Step 4: Locating An Unidentified Suspicious Package
If an unidentified or suspicious object is found, all personnel should be instructed 

(1) not to move it and (2) to report it to central dispatch or the search team leader immediately. The following information is essential:

· Location of the object 

· Reason(s) suspected 

· Description of the object 

· Any other useful information – how difficult to secure area, evacuate, nearest emergency exits, etc.

Based on this information, decisions will be made regarding the following:

· Removal of persons at risk 

· Establishment of perimeter control of the area to ensure that no one approaches or attempts to move the object 

· Activities to establish ownership of the object. (In the event that legitimate property has been left behind in error prior to the bomb threat being received.)

· Assignment of someone familiar with the building and the area where the object is located to meet the Explosives Disposal Unit personnel on their arrival (in the event that they have been called)

· Continue implementation of search procedure until all areas have reported to the central control, as there may be more than one unidentified object 

While volunteers and public safety personnel are conducting the search, and particularly while they are managing response to a suspicious package, they should keep in mind the following information:

Improvised Explosive Devices (IEDs) and other types of bombs inflict casualties in a variety of ways, including the following:

· Blast over pressure (a crushing action on vital components of the body; eardrums are the most vulnerable). 

· Falling structural material. 

· Flying debris (especially glass). 

· Asphyxiation (lack of oxygen). 

· Sudden body translation against rigid barriers or objects (being picked up and thrown by a pressure wave). 

· Bomb fragments. 

· Burns from incendiary devices or fires resulting from blast damage. 

· Inhalation of toxic fumes resulting from fires. 

The following are four general rules to follow to avoid injury from an IED:

· Move as far from a suspicious object as possible without being in further danger from other hazards such as traffic or secondary sources of explosion

· Stay out of the object's line-of-sight, thereby reducing the hazard of injury because of direct fragmentation

· Keep away from glass windows or other materials that could become flying debris

· Remain alert for additional or secondary explosive devices in the immediate area, especially if the existence of a bomb-threat evacuation assembly area has been highly publicized 

Historically, perpetrators of bombings in the transit environment (in foreign countries such as Israel, France, India, and England) have used two tactics that intensify the magnitude of casualties inflicted by detonation of an explosive device: 

· Perpetrators have detonated a small device to bring public safety personnel to the site; a larger, more deadly device has detonated some time after the first device, thereby inflicting a large number of casualties on the first responder community.

· Perpetrators have used a real or simulated device to force the evacuation of a facility only to detonate a much more substantial device in identified bomb-threat evacuation assembly areas. These attacks are especially harmful because the evacuation assembly areas often concentrate transit personnel and passengers more densely than would otherwise be the case.

Step 5: Evacuation Procedure
If an unidentified object is found, a quiet and systematic evacuation from the area should be conducted. Prior to evacuation, all areas used in the evacuation route must be searched: stairwells, corridors, elevators, and doorways.  When these areas have been checked, volunteer personnel should be assigned to direct other personnel along the searched exit routes.

As a general guideline, evacuation should be to a minimum distance of 300 feet in all directions from the suspicious package, including the area above and below the site, giving regard to the type of building construction (thin walls, glass) and the size of the suspicious package. Elevators should not be used to evacuate people under normal circumstances. A power failure could leave them trapped in a hazardous area. Attention should be paid to the need for special transportation requirements of persons with disabilities.

The essential task in evacuation procedures is to direct people to quietly leave the premises, using tact and power of suggestion, in an effort to maintain control and avoid panic. Once a complete or partial evacuation has taken place, there must be some form of accounting for all personnel. This may be a difficult task, but a necessary one to ensure the safety of all personnel.

· Assembly areas should be pre-selected and well known to personnel. Establish a clearly defined procedure for controlling, marshalling, and checking personnel within the assembly area. If possible, for major transit stations, assembly areas should be coordinated with local police in advance. Assembly areas are selected using the following criteria: 

· Locate assembly areas at least 300 feet from the likely target or building (if possible). 

· Locate assembly areas in areas where there is little chance of an IED being hidden. Open spaces are best. Avoid parking areas because IEDs can be easily hidden in vehicles. 

· Select alternate assembly areas to reduce the likelihood of ambush with a second device or small-arms fire. If possible, search the assembly area before personnel occupy the space. 

· Avoid locating assembly areas near expanses of plate glass or windows. Blast effects can cause windows to be sucked outward rather than blown inward. 

· Select multiple assembly areas (if possible) to reduce the concentration of key personnel. Drill and exercise personnel to go to different assembly areas to avoid developing an evacuation and emergency pattern that can be used by perpetrators to attack identifiable key personnel. 

Step 6: Re-Occupation of Station/Facility
Re-occupation of the building is a decision that must be made by an appropriate transit agency or law enforcement official. If the evacuation was made without a search, the premises should be searched before re-occupation.

Step 7: Training
Any effective threat procedure must be accompanied with an adequate training program. Training the essential personnel should encompass both the preventative and operational aspects of the procedure. Prevention can be accomplished through employee awareness, developing good housekeeping habits, and being on the alert for suspicious items and persons.

Operational training may include lectures by transit police and security instructional staff or guest speakers, in-service training classes, and practical training exercises. Evacuation and search drills should be performed periodically under the supervision of transit police or local law enforcement. Coordination with local law enforcement is particularly important for those small agencies with no internal security. 

Conclusion
Considering recent events, it is advisable to consider all threats serious. A well-prepared and rehearsed plan will ensure an effective, quick search with minimal disruption of normal operation. Panic and possible tragedy can be avoided. Appropriate security, heightened employee and passenger awareness, and good housekeeping controls will identify many potential problems.
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