Security Advisory

Heightened threat levels are being introduced around the country as a result of the tragic events of September 11, 2001. Please review security and emergency management practices in the following areas:

Access Control: Assess the quality of procedures for detecting unauthorized access and enlist employee assistance in tightening physical security. Consider the following activities:

· Inventory badges, keys, uniforms and parking passes to make sure that nothing is missing. Report missing items to the appropriate authorities immediately.

· Audit access control measures and employee identification system. Review possible upgrades and procedural enhancements. Now is the time for improvement.

· Institute formal employee sign-in at administrative and non-revenue facilities housing critical systems and equipment. If possible, prohibit parking in those areas immediately adjacent to these facilities.

· Implement activities to reduce “lunch-time traffic” at critical facilities, including recommendations to have employees pack lunch or eat on-site.

· Conduct meetings with employees and management and ask them to identify vulnerabilities they may have observed in the past. Set up a suggestion box for employee security recommendations and concerns.

· Use “escort” programs for visitors, vendors and deliveries to non-revenue facilities. Light duty and part-time employees can support this program.

· Reinforce the importance of “challenging” or reporting those personnel who do not appear to have a legitimate reason for being on transit property.

· Evaluate current procedures for receiving mail and deliveries; identify and resolve vulnerabilities.

· Advertise resources available to support employee stress management and counseling needs.

Passenger Outreach: Passengers can provide an excellent resource for the identification of suspicious activity and packages. Outreach also offers reassurance in times of uncertainty. Consider the following:

· Distribution of flyers and security information to passengers encouraging them to report unusual activity and enlisting them as “partners” in the security effort.

· Posting of safety, security and contact information on transit agency web site, as well as emergency procedures.

· Stationing of light duty and part-time employees at core station locations to answer questions and provide uniformed and official presence.

· Provide announcements in stations targeted at informing passengers regarding security considerations and emergency procedures.

Emergency Plans: Review emergency plans, procedures and notification protocols. Consider conducting a drill or table-top exercise to reinforce key elements of the Emergency Plan, Bomb Threat Management Plan, or Terrorism Response Plan. Test and inspect all emergency system fire detection and suppression systems and emergency generators. Evaluate evacuation plans and identify agency volunteers to support searches and to ensure evacuation of all personnel.
Coordination with Local, State and Federal Law Enforcement: Assess level of coordination with appropriate law enforcement authority in response to any incidents at the transit agency. It may be appropriate to host a meeting with local public safety organizations, to review procedures and re-establish personal connections. Be sure to update contact information and “call out” sheets. 










